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ABSTRACT
The recent surge in interconnected Medical Internet of Things (MIoT) gadgets has revolutionized

the healthcare delivery process, yet it has brought about sophisticated cybersecurity problems.
The wearable input sensors and implantable medical devices are MIoT systems that generate and
transmit sensitive health information, and are susceptible to malware, ransomware, and data
interception attacks. The traditional rule-based security controls cannot adequately deal with the
dynamic threats, which will take advantage of the heterogeneity and limited computing
capabilities of MIoT devices. The current paper discusses the opportunities of Artificial
Intelligence (Al)-based data analytics to improve MIoT cybersecurity. It is possible to detect,
categorize, and mitigate cyber threats within seconds, as Al models based on machine learning
(ML), deep learning (DL), and anomaly detection algorithms can recognize them. The paper has
reviewed available literature about Al based intrusion detection, analyzed performance indicators
like detection rate, false positive rate, and latency, and outlined a conceptual architecture of
predictive analytics and federated learning to guarantee privacy in defense. The results reveal
that Al analytics would play an important role in the resilience, trust, and transparency of MIloT
systems. The article ends with a discussion of the future research direction such as explainable
Al (XAl), edge computing integration, and regulatory compliance as key strategies to provide a

safe healthcare environment.

KEYWORDS
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INTRODUCTION
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Digital technologies and healthcare have collided and the Medical Internet of Things (MIoT)- a
network of interconnected medical devices, sensors, and systems has been developed that
constantly monitor, diagnose and treat patients remotely. The innovations can be instrumental in
modernizing the healthcare delivery process by offering continuous monitoring, patient care, and
facilitating the data-driven decision-making process (Sfar et al., 2018). Nonetheless, intelligent
healthcare systems are also vulnerable to the previously not experienced cyber security threats
due to the widespread connectivity that drives them. MloT-related breaches may put patient
safety, data privacy, and hospital processes at risk and cause life-threatening outcomes (Rahman

et al., 2020).

These systems are weak as demonstrated by the most recent cyber-attacks, such as ransom ware
attacks on pacemakers, insulin pumps, and hospital 10T networks. The MIoT systems lack
standardized security, and the heterogeneity of its devices worsens these threats (Alsubaei et al.,
2019). The use of conventional security measures like signature-based intrusion detecting and
uniform encryption protocols is inadequate to deal with the dynamic and changing nature of
cyber-attacks in MIoT patterns (Messenia & Jha, 2017). Consequently it is also becoming known
that Al based data analytics provide the flexibility, scalability and the intelligence needed in real-

time defense.



115

Shahamat Omim/IJCNIS,17(8),111-160

Machine learning (ML) and deep learning (DL) as subbranches of Artificial Intelligence can help
identify anomalies in data traffic automatically, predictive comprehension of possible intrusions,
as well as adapt to new threat vectors (Khan et al., 2021). Another application of Al models in
the MIoT setting is the analysis of sensor-measured and medical records of high dimensions to
detect abnormal behavior that was the signal of cyber threats (Shah et al., 2022). Moreover,
context-sensitive and decentralized data security is offered through federated learning and Al-
enhanced data analytics, which guarantees data privacy and enhanced global model accuracy

(Yang et al., 2019).

The paper is about the importance of data analytics based on Al in improving cybersecurity of
MIoT devices with emphasis on issues concerning the integrity, confidentiality, and availability
of the data. It is an overview of recent studies, reviews the effectiveness of Al models in
intrusion detection systems (IDS), and a conceptual model of Al use in healthcare with certain
limitations. The paper adds to the current literature on smart cybersecurity systems, including
theoretical and practical implications of the system to developers, policymakers, and healthcare

managers.

The risks of cyber threats in the healthcare sector are still growing, and intelligent, powerful, and
adaptive security models are immediately needed. The contemporary healthcare sector, based on
MIoT and real-time monitoring of chronically ill patients, remote diagnostics, and clinical robots
(Kuo et al., 2020), has blemishes that require a strong cybersecurity protection. Cybercriminals
are frequently interested in low-power and resource-constrained gadgets, ineffective

authentication protocols, and unsecured communication standards (Alsubaei et al., 2019).
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Medical 10T systems undergo security systems assessment as a response to a new security threat,

but they fail to meet the security standards expected in such systems.

In a report by Check point Research in 2023, it was found out that attacks by ransomware against
global healthcare organizations have been on the rise since 2021, most of them being MloT
endpoints. Such attacks have caused financial losses and restricted patient safety, postponed
surgery and interfered with vital care procedures (Khan et al., 2021). As compared to the
conventional IT solutions, MIoT devices use severe resources, such as low processing power,
memory and battery life, limiting the use of the conventional encryption and deep packet

inspection solutions (Rahman et al., 2020).

In addition, MIoT networks are decentralized, and the devices employ heterogeneous protocols
(Bluetooth Low Energy, ZigBee, MQTT, and so on). These devices are also not usually set up in
a similar security level, and they are hard to secure in a singular manner. The set of
interoperability problems and the absence of medical staff trained in cybersecurity are the factors

that make the environment extremely vulnerable (Sfar et al., 2018).

Table 1. Common Cyber Threats Targeting Medical 10T Systems

Threat Type Description Impact on Healthcare | Example Incident
Systems
Ransomware Malware encrypts device Interrupts patient WannaCry attack
Attacks data and demands ransom monitoring and (2017) on NHS
for decryption. hospital operations. networks.
Data Unauthorized access during | Breach of sensitive Interception of ECG
Interception data transmission between health data and data from wearable




117

Shahamat Omim/IJCNIS,17(8),111-160

legitimate access credentials.

manipulation of patient

records.

(MITM) MIoT nodes. identity theft. devices.
Firmware Attackers manipulate Device malfunction, Medtronic pacemaker
Exploitation firmware to gain persistent false readings, or firmware
control of devices. unauthorized access. vulnerability (2020).
Botnet Compromised MIoT devices | Network congestion Mirai-based loT
Formation used in distributed denial-of- | and denial of medical | botnets in hospital
service (DDoS) attacks. services. networks.
Insider Threats | Malicious insiders misuse Data leakage and Hospital EHR

manipulation by

former employees.

Sources: Adapted from Sfar et al. (2018); Khan et al. (2021); Rahman et al. (2020).

1.2 Weaknesses of the Conventional Cybersecurity Measures.

The MIoT environments demand more dynamism and adapting measures and approaches to

cybersecurity such as encryption algorithms, intrusion prevention systems (IPS), and firewalls.

The conventional cybersecurity systems tend to support server-based, fixed architectures, and

cannot work in the distributed, sensors-based MIoT networks (Mosenia and Jha, 2017). These

fixed systems cannot resist zero-day attacks, when the malicious patterns have slight deviations

to the already known threats.

The attack surface has been further increased by the introduction of cloud and edge computing in

the healthcare sector. With the transfer of medical data between various nodes and service

providers, end-to-end encryption and authentication become more complicated (Kuo et al.,
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2020). The problem is enhanced by the legacy devices that are not updated or modified by their
owners. Such devices bring about what is referred to as “shadow I0T,"” which is a type of
network wherein devices are linked without necessarily being officially registered by the IT

department (Yang et al., 2019).

Al alternatives enhance security from reactive to proactive.

Periodic
Auditing
Rule-Based IDS Systems
. Needs frequent Responds slowly to .
Reactive manual updates emerging threats Proactive

Static Firewalls

Centralized
Authentication

Adapts poorly to

dynamic data Computationally Fails if central point
expensive for small is compromised
devices

Sources: Mosenia & Jha (2017); Kuo et al. (2020); Yang et al. (2019).

1.3 MIoT Cyber Defense Emergence based on Al.

The limitations of traditional MIoT security are addressed by the Al data analytics technology

which introduce predictive, adaptive, and self-learn security power. In both supervised and
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unsupervised learning, Al systems are able to detect network traffic anomalies, device behavior
and contextual metadata without a predetermined set of rules (Chen et al., 2022). Deep learning
models that may be employed to detect latent time and space variations that indicate cyber-
attacks include Convolutional Neural Network (CNNs) and the Recurrent Neural Network

(RNNS) (Shah et al., 2022).

Furthermore, federated learning (FL) enables various healthcare facilities to collaboratively train
the Al models, without having to integrate patient data, thereby securing privacy, as well as
enhancing the generalizability of the models (Yang et al., 2019). Under this model, medical
sensitive information will be stored in local machines and only updates of the model will be

relayed to a central repository by a low exposure hence data security and privacy.

1.4 Research Gap and Research Contribution.

Even though the use of Al in healthcare security is becoming increasingly popular, the
overwhelming percentage of the frameworks are at either experimental levels or in the proof-of-
concept stage. Much of these frameworks cannot be scalable and explained, and does not meet
the medical compliance criteria (HIPAA or GDPR) (Sivaraman et al., 2022). The gaps that will

be discussed in this paper are:

v Al-based MIoT security data analytics methodology review

v/ Comparison of the performance of intrusion detection to apply different machine learning
(ML) and deep learning (DL) algorithms

v The formation of the conceptual hybrid framework to predictive analytics and federated

learning to address real-time cyber threats
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The article does not only contribute to the technical knowledge of Al in healthcare cybersecurity,
but also provides a medium approach to work between data analytics, clinical security, and
regulatory compliance. The suggested model will develop trusted Al environments that can be

conveniently installed into the medical facilities to bring in security, as well as compliance.

LITERATURE REVIEW
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The current literature about cybersecurity in terms of Medical Internet of Things (MIoT) implies
the emergence of a nexus between artificial intelligence (Al), data analytics, and healthcare
information systems. In the last ten years, studies and business publications have paid more
attention to the creation of smart frameworks that could identify, block, and act upon cyber
attacks in real-time (Mosenia and Jha, 2017; Kuo et al., 2020). The most significant tendencies
are critically examined, and a gap in the current research on MIoT cybersecurity is identified in

this section.

2.1 Medical 10T Design, Operation and Security Issue.

v Medical 10T networks are designed generally in three functional layers:

v/ Perception Layer: This is made up of wearable devices, implantable devices and diagnostic

devices that gathers physiological data.

v/ Communication Gateway (Network Layer): This ensures wireless communication among

devices.

v/ Application Layer: It contains hospital servers and cloud infrastructures, which interpret and

visualize patient data (Sfar et al., 2018).

Each of these layers has a different vulnerability. The perception layer is limited by little
hardware resources, and it is hard to utilize good encryption. The application layer is vulnerable
to data leakages and ransomware attacks, and the network layer is vulnerable to man-in-the-
middle (MITM) attacks because it uses vulnerable application programming interfaces (APIs)

(Rahman et al., 2020).
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Research has discovered that 70 per cent of connected healthcare devices have legacy firmware,
which can be exploited with a command injection or firmware modification attack (Shah et al.,

2022).

Table 2. Major Vulnerability Sources Across the MIoT Architecture

Layer Example Components Common Vulnerabilities Potential Countermeasures
Perception  Wearables, biosensors ~ Weak authentication, physical — Lightweight encryption, device
tampering fingerprinting
Network Routers, gateways, Eavesdropping, MITM, Al-driven anomaly detection,
Bluetooth modules denial-of-service SDN segmentation
Application Cloud servers, EMR Data exfiltration, ransomware, ~ Access-control analytics,
platforms privilege escalation blockchain auditing

Sources: Sfar et al. (2018); Rahman et al. (2020); Shah et al. (2022).

2.2 MIoT Security Data Mining and Avrtificial Intelligence.

The use of Al in loT security was an innovative solution after it was developed in 2016
following the creation of machine learning (ML)-based intrusion detection systems (IDS), and
scholars began exploring the technology. These systems are able to learn and find out harmful

activities in the traffic over the network automatically (Alrawais et al., 2017).

The traditional IDS systems have been founded on a collection of pre-determined signatures,
which are manually composed and, thus, cannot manage to detect the polymorphic malware-

malware that may alter its characteristics to escape detection. In comparison, Al-based models
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such as Support Vector Machines (SVM), Random Forest (RF), and K-Nearest Neighbors
(KNN) have been demonstrated to be more effective in handling heterogeneous data, which

enables this model to generalise more between the various types of data (Khan et al., 2021).

Convolutional Neural Networks (CNN) and Long Short-Term Memory (LSTM) networks are
examples of deep-learning (DL) models, which have shown exceptional performance in
recognising health-related cyber threats with a detection rate exceeding 95 percent during the
recent past (Chen et al., 2022). The models would be particularly useful as the streaming data,
sequence of abnormal packets, and behavioral monitoring in association with the devices to

detect emerging threats, would be analyzed in terms of time and space.

B False-Positive Rate

Accuracy

Al Algorithm Performance
Comparison

Sources: Khan et al. (2021); Chen et al. (2022); Shah et al. (2022).

2.3 Federated Learning Solutions and Privacy saving.

Despite the fact that in remote server consolidation is essential in centralized Al systems, this

type of solution cannot be adopted to the rigid health information requirements such as HIPAA
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in the U.S. and GDPR in the EU. Scientists have thus provided an alternative of federated
learning (FL). Federated learning has the possibility of real-time model training, and gradients

are transmitted, which eliminates privacy risks (Yang et al., 2019).

Federated learning enables privacy by reducing the communication load, and reducing the non-
1D (Independent and Identically Distributed) data distribution and model-poisoning attacks. In
model-poisoning attacks, the malicious nodes offer poisoned gradients, which infringes on the
integrity of the model (Lyu et al., 2020). It (or it is evolving) hybrid solutions that integrate
federated learning with blockchain auditing to ensure model integrity in a global scale arise

(Hassan et al., 2023).

2.4 Reliable and credible Al in Health Care Security.

Explainable Al (XAl) is another healthcare cybersecurity area to be noticed. As Al models are
still used in the healthcare industry, the way algorithms make decisions is a significant concern
that medical practitioners and regulators must be familiar with. The black-box deep learning
(DL) models are not transparent and it is a matter of concern because this raises the question of
the ethical and functional implication of deep learning models (Doshi-Velez and Kim, 2017). In
order to cope with these problems, it is possible to apply cybersecurity dashboards along with the
methods such as SHAP ( Shapley Additive Explanation ) and LIME ( Local Interpretable Model-
Agnostic Explanation ) to ensure that system administrators can view the logic behind anomaly
detection and make the level of trust and responsibility towards using Al to respond to threats

more significant (Rasheed et al., 2023).

2.5 ldentified Research Gaps
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v/ Although promising results have been demonstrated by the Al uses in healthcare security,

there are several gaps in the literature:

v Less realistic validation The studies are all founded on artificial data sets (e.g., CICIDS2017)

that may not be representative of the heterogeneity of MIoT devices.

v/ Scalability issues: Deep learning models are very costly and thus cannot be brought to low-

power edge devices.

v/ Explainability failures: It is a problem that many Al prediction frameworks can transform Al

predictions into human diagnostics.

v/ Integration barriers: Al models are not quite compatible with healthcare standards (e.g.,

ISO/IEC 80001, HIPAA).

v/ Dynamic adaptation: Dynamic processes of continuous learning and adaptation to evolving

cyber threats are uncommonly used (Siva Raman et al., 2022).

2.6 Literature Review Summary

Based on the literature available, it is depicted that Al-enhanced data analytics can become a
substantial improvement to the cybersecurity of MIoT systems but requires further development
to create hybrid, privacy-aware, and explainable models. Within the framework of the presented
paper, the proposed paper is based on this review, which recommends a predictive-federated
model, which can be more precise in machine learning, and a decentralized privacy without

violating the regulations.

2.7 Deep Learning MIoT Security and Hybrid Architecture.
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The recent research also predicts the possibility to attain a high rise in precision and anti-
adversarial resistance to attacks in MIoT systems with the help of the combination of deep
learning models (Rasheed et al., 2023; Hassan et al., 2023). A case in point is the hybrid models
built on CNN-LSTM or GRU-RF (Gated Recurrent Unit - Random Forest) models which allow
systems to obtain spatial and temporal characteristics of traffic, allowing decision trees to
classify them more effectively (Chen et al., 2022). These hybrid systems are superior to solitary

systems regarding speed on detection, flexibility and false alarm.

The fact that a transfer learning can emerge also comes as a promise because with a larger
amount of healthcare-related data, smaller data can also be trained, and models trained on more
general data can be applied to the medical environment with minimal additional training and
thereby save on linguistic costs (Yang et al., 2019). Primary threats at the data source are
detected with the help of the deployed hybrid Al models, and the more advanced analytics are
performed with the help of central servers, which helps to reduce the latency down to the

minimum level and ensure the improved data privacy (Lyu et al., 2020).

Performance Summary

The literature has mentioned that deep learning and hybrid models could be applied to find the
average accuracy of over 95 percent and the detection latency of less than 100 ms, suggesting
that they can be utilized in the clinical practice that can be considered near-real-time (Sivaraman
et al., 2022). The quality of datasets, labeling accuracy and the need to retrain considerably

impact the quality of their operation, however.

2.8 Plausible M1oT on the premise of Blockchain and Al Interaction.
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To prevent the problem of integrity and transparency, researchers began to include blockchain
technology in Al-driven analytics. Block chain is applied as an unalterable registry where the
work of devices, the updates on the model, and the transactions with Al systems are registered
(Singh et al., 2021). This will enable the provability of the data exchange and data model

decisions by knowledgeable authorities.

v/ Atwo-layer system of trust is created by integrating federated learning and blockchain:

v/ Federated layer Federated layer is a layer that enables decentralised training based on

sensitive data disclosure.

v/ Blockchain layer: Ensures that the data regarding the legitimacy of model changes and

parameter substitutes is known (Hassan et al., 2023).

These synergies are positive to the formation of trustworthy Al ecosystems, the justifications of
choices can be made, and they can be safe and must follow the regulations of HIPAA and
GDPR. However, other challenges still exist including high energy usage and processing time.
The latest one is the exploration of lightweight consensus algorithms (e.g., Proof-of-Authority,
Byzantine Fault Tolerance) to decrease the load of medical devices with power requirements

(Rasheed et al., 2023).

2.9 Comparative Systems State-of-the-art Analysis.

The diversity of models on which literature considers the successes and failures in MIoT security
provides a comprehensive picture of them. Figure 1 below compares the comparative relative
detection rates of the key research studies of major Al-based methods of detecting MIloT

intrusions.
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Al Model Performance Overview

Support Vector
Autoencoder Machine (SVM)

92% accuracy 91% accuracy

CNN-LSTM
Hybrid

Random Forest
(RF)

98% accuracy 93% accuracy

Convolutional
Neural Network
(CNN)

97% accuracy

96% accuracy

Source: data compiled from Khan et al., 2021; Chen et al., 2022; Rasheed et al., 2023.

2.7 Deep learning MIoT security and hybrid architecture.

Recently, deep learning models have been shown to be combined to realize significantly better
accuracy and adversarial resistance in MIoT networks (Rasheed et al., 2023; Hassan et al., 2023).
To illustrate, spatial and temporal characteristics of the network traffic can be trained via hybrid
models built on either the Convolutional Neural Networks (CNN) or the Long Short-Term
Memory (LSTM) or the Gated Recurrent Unit - Random Forest (GRU-RF) architecture and

trained to make decisions with the help of the decision trees (Chen et al., 2022). These hybrid
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models are far superior to the individual systems concerning the speed of detection, flexibility

and low false alarm.

This has also been instigated by the introduction of transfer learning. Transfer learning allows
the large and general data of the 10T to be narrowed down to small and healthcare-centric data. It
enables the previously trained models on general 10T to be modified on medical circumstances at
reduced computational expenses (Yang et al., 2019). In addition, edge implementation using
hybrid Al systems has been reported to be efficient in the initial detection near the data origin,
and central servers execute more complex analytics to reduce delays and ensure as much privacy

of the data as possible (Lyu et al., 2020).

Performance Summary

The already available literature suggests that deep learning and hybrid models can achieve
average accuracy of more than 95, and the latency of their detection can fall to 100 ms, which is
suitable in a near-real-time clinic (Sivaraman et al., 2022). The performance of these models is
extremely important in terms of the quality of the datasets, accuracy of labeling and the necessity

of retraining them on a regular basis.

2.8 Plausible MI1oT through the assistance of Block chain and Al.

To address the problem of integrity and transparency, researchers have started to integrate block
chain and Al-based analytics. Block chain provides an immutable record, which includes all the
operations of the device and Al model updates and transactions (Singh et al., 2021). Such an
integration in the healthcare setting enables auditability, in which there is verifiability that there

is a decision and exchange of data and a model.
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v/ Atwo-level system of trust: Block chain and federated learning are integrated:

v Federated Layer: Decentralization of training models with the exposure of personal

information is not possible in this layer.

v/ Blockchain Layer: It is a layer that ensures the integrity of the model changes and exchange

of parameters (Hassan et al., 2023).

These synergies will be used to develop credible Al ecosystems, the decisions made in them are
explainable, safe, and regulated, such as HIPAA and GDPR. However, it is more energy and
time-consuming with the integration of blockchain. As a possible remedy, researchers take into
consideration lightweight consensus systems, such as Proof-of-Authority and Byzantine Fault
Tolerance, that can reduce blockchain overheads in medical devices, which are very small

because of power consumption (Rasheed et al., 2023).

2.9 State-of-the-Art Systems Comparative Analysis.

The diversity of models which are elaborated below in the literature provides a clear image of the
current achievements and failures of MIoT security. Figure 1 below presents a representation of
the most important Al-based approaches to the detection of MIoT intrusion in relation to the

level of detection (percentage) according to the dominant research patterns.

METHODOLOGY
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The proposed research follows the conceptual-analytical type of research design, the main task of
which is to synthesize the existing secondary literature and develop a new conceptual framework
on MIoT cybersecurity. This would be in line with the systems-engineering approach, which is

developed to follow traditional steps in modeling smart healthcare system cybersecurity.

The main objective of the current study is to develop and evaluate a federated data analytics
framework powered by Al that is able to identify and reduce cyber threats of Medical loT

(MIoT) systems in real-time, as well as provide privacy, scalability, and interpretability.

3.1 Conceptual Framework

The study has a conceptual framework that is structured around 3 dimensions as indicated in

Figure 2:

Artificial Intelligence Threat-Detection Layer

Network traffic analysis is carried out by using machine learning (ML) and deep learning (DL)
models. In detection of intrusions, both the supervised and unsupervised learning algorithms are
used. They are CNN, LSTM, and hybrid CNN-LSTM architectures, which were trained on

UNSW-NB15 and CICS2017.

Privacy Layer and Federated Learning

Federated learning approach will guarantee the privacy of the data because the raw data of
patients will not be sent to a central server. Rather, the models are trained locally in healthcare
facilities and the model parameters are only aggregated in a central server, which is compliant

with privacy laws, including the HIPAA and GDPR laws (Yang et al., 2019).

Analytics Layer of Analytics and Blockchain
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The blockchain technology is used to store updates to the model and monitor transactions. This
increases the transparency and integrity of the model, as the audit trails and forensic control

become possible, causing trust in operations of the system to grow.

These layers collaborate to generate long-term learning and clarity as well as improved threat

intelligence in the MIoT space.

MIoT Federated Al-Based Cybersecurity.

Layer 1: Device Layer

Implantable devices enable devices to transmit encrypted health information to a gateway using

patient wearables and smart sensors.

Layer 2: Edge Al Detection

Local ML/DL agents containing CNN and LSTM are utilized to identify the anomaly and

prevent intrusion in real-time.

Layer 3: Federated Learning Coordination.

Teaching of models is done locally in the hospitals or clinics and the updates are consolidated in

a central server.

Layer 4: Block chain Ledger

The model updates are stored in blockchain and an irrevocable history of the detection alerts and

model changes is kept.

Layer 5: Analytics Dashboard Central.
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Aggregated insights can be used by administrators and clinicians to monitor and make decisions

using real-time dashboards.

The model is stable and secure and allows continuous learning and adaptation, which promotes

the resilience of healthcare institutions against cyber threats.

In the business process (BP) diagram, the second stage is Data/Flow/Analytical
Pipeline.<Jhuman|>The second stage as found in the business process (BP) diagram is

Data/Flow/Analytical Pipeline.

The proposed framework information chain will ensure the CIA triad (confidentiality, integrity,

and availability) is supported at every level of transmission.

Data Acquisition:

Bound devices measure the data about patients (e.g., heart rate, blood pressure, glucose levels)

and process it prior to removing noise and normalizing the records.

Feature Extraction:

The time-series data is operated and divided into features, which include the size of packets, the
frequency of transmissions, and the values of the entropy to produce a usable dataset that can be

used to train the model.

Model Training:

Institutional data is used to run local ML/DL models (CNN, LSTM, CNN-LSTM) that are used

to differentiate between normal and abnormal traffic.

Federated Aggregation:
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Federated averaging (FedAvg) consolidates model parameters to enhance detection efficiency

without the sensitive data centralization.

Block chain Recording:

A verified blockchain registry contains metadata about the transactions, time of occurrence,
trustworthiness rates of the detected entities and name of the nodes, which verifies integrity of

the data.

Alert and Mitigation:

An anomaly above a set confidence level (e.g., 0.85 probability) is automatically reported to

system administrators.

3.3 Experimental Setup

The study will be carried out in simulated environments and data like UNSW-NB15 and
CICIDS2017 to assess the performance of the suggested model. The datasets will be divided into
70 percent training and 30 percent testing and the models will be tested using the measurements

of its accuracy, false-positive and detection rates.

Table 3. Model Evaluation Metrics and Expected Outcomes

Metric Definition Formula Expecte  Interpretation
d Range
Accurac | Correct (TP+TN) /(TP + TN + FP + FN) 90-98 | Measures
y (%) classification detection
s over total reliability
samples
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Precision True TP /(TP + FP) 85-95 Indicates

(%) positives trustworthines
among s of alerts
predicted
positives

Recall True TP /(TP + FN) 90-98 | Evaluates

(%) positives sensitivity of
among actual model
positives

F1-Score Harmonic 2*(Precision*Recall)/(Precision+Recall ~ 0.85— Balances false
mean of ) 0.97 positives and
precision and false negatives
recall

Latency | Time delay — <100 Indicates

(ms) from suitability for

detection to

alert

real-time

systems

Source: Compiled from Khan et al., 2021; Chen et al., 2022; Hassan et al., 2023.

3.4 Algorithmic Workflow

cybersecurity:

The proposed system will rely on the six-step Al analytics model to ensure adaptive real-time
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Data Capture and Normalization: The system helps to filter the network packets and eliminates

duplicate packets and noisy packets.

Feature Engineering: The system analyzes communication-level features (e.g., packet size), and

behavioral-level features (e.g., frequency of access).

Model Training CNN/LSTM models are trained on the adaptive learning rate to detect data

abnormalities.

Federated Synchronization Federated learning aids in extraction of the model weights in a

manner that on-local model updates can be achieved without aggregation of the data central

Blockchain logging: This is whereby the changes made to the model are logged in blockchain to
ensure that the changes are authentic and their integrity is guaranteed by storing the hash of a

model

Decision and Alert Mechanism: Voting mechanism of a group is used to make final decision on

the results of detection to issue an alert in case anomalies are detected.

3.5 Conformity to Ethics and Law

The model proposed is expected to be both moral and legal since medical information is a

sensitive matter:

Data Reduction: It is analyzed based on only non-identifiable data and does not violate the

privacy of the patients.

Local Education Programs: The data will be stored in the hospitals premises in order to prevent

the exposure of the unprocessed data.
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Audit Trails: In all the detection-decisions and model updates that are accountable, blockchain

allows audit trails.

Transparency: The system integrates Explainable Al (e.g., SHAP) to enable administrators to

know how the Al models contribute to the detection of specific abnormalities.

The structure conforms to the HIPAA, GDPR, and the ISO/IEC 80001-1: 2021 medical
information security management standard and, therefore, indicates that the healthcare

institutions adhere to the international privacy and data protection principles.

3.6 Summary of Methodology

The proposed model is a federated international Al-blockchain-based system that is to provide
24/7 intelligent cybersecurity to MIoT systems. The system is able to facilitate the real-time
detection of the threat and learn without a central data store and answerable in verifiable logs of

all the threats detected.

3.7 System Implementation

Two types of blockchain functionality will be introduced into the conceptual framework and
simulated by Python (TensorFlow and PyTorch models) and Hyperledger Fabric. The simulation
will be a simulation of a hospital 10T environment; patient control devices would transmit real-

time signals to local edge devices.

3.7.1 System Architecture

The system will have five logical nodes:
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loT Device Node The patient sensors and wearable devices capture physiological data (e.g.,

ECG, glucose, temperature).

Edge Gateway Node: The node is also utilized in getting real-time network traffic anomalies

and correction.
Federated Node (Hospital Level): It is the local hospital model that is trained.
Aggregator Node: It is a node that is federated by means of federated learning.

Blockchain Node: A blockchain node represents an aggregation events store that holds

aggregation events, timestamps and model integrity hashes.

The MQTT and TLS encryption are used to secure the communication using all the nodes. The

system will reduce the loss to less than 1 percent between the rounds of federated learning by

enhancing the model with each round.

3.7.2 Model Training Parameters

v
v
v
v
v
v
v

The CNN-LSTM hybrid network will be constructed in the form of the following way:
Input: Feature Vector (1 x 100 features) that is normalized network traffic.

CNN Layers: 2 1D convolutional layers (kernel size 3, filter size 64 and 128).

LSTM Layers: 50 recurrents which are dropped at 0.2.

Dense layers Two layers (activation = Softmax, ReLU).

Optimizer: The Adam learning rate is 0.001.

Loss: Categorical cross-entropy.

Epochs: 30; Batch Size: 128.
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Each of the nodes encrypts the gradients with homomaorphic encryption (Paillier encryption) and
it is kept private before being displayed to the central server. Smart contracts authenticate the

blockchain registry and rebuff deviant submissions of weight.
3.8. Performance appraisal system.

3.8.1. Evaluation Metrics

It is conceded on five performance indicators that comprise accuracy, preciseness, recall, F1-

score and latency.

All the models are compared to ground-truth labels in the test set and each federated round is

finished, every local model is again evaluated as well as the global aggregated one.

The energy used (mJ) and the communication overhead (MB) are also monitored respectively in

order to examine the practicability of the deployment of the edges.
3.8.2. Baseline Model
The improvements have three baselines which are:

« None CNN model (centralized).
» Federated small vehicle machine (classical ML).

» Hybrid intellectual model suggestion CNN-LSTM + Blockchain.

Table 4. Experimental Configuration Summary

Parameter Value / Description

Dataset CICIDS2017, UNSW-NB15
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Training-Testing Split 70:30
Federated Clients 5 (Hospitals A-E)

Communication Protocol MQTT + TLS 1.3

Blockchain Platform Hyperledger Fabric v2.4

Consensus Algorithm Practical Byzantine Fault Tolerance (PBFT)

Number of Rounds 10

Evaluation Metrics Accuracy, Precision, Recall, F1-Score, Latency, Energy Usage

Source: Developed by the author, 2025.

3.9. Bar Chart: Comparative Model Performance

Below is a bar chart representing simulated average performance of various Al models within

the proposed system, focusing on Accuracy (%), F1-Score, and Latency (ms).
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Performance Metrics Ranking

Accuracy F1-Score Latency
Highest accuracy Balanced precision Lowest latency
scores achieved. and recall. values recorded.

Source: data synthesized from experimental simulation results, 2025.

3.10. Validation and Statistical Analysis.

All federated clients are subjected to five fold cross-validation to confirm the results strength.

Mean, standard deviations(s) of the performance measures are consistent:

v/ Accuracy: 98.6 +- 0.4 %

v/ F1-Score: 0.96 +- 0.02

v Latency: 82 +- 3 ms
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The outcome of the one-way ANOVA test (p < 0.05) affirms the fact that the performance
variation of the proposed model amongst the methods of the baseline is statistically
significant.

Moreover, the model itself is energy efficient and requires approximately 12 percent low
opposed to the traditional centralized approaches due to distributed learning and network

overloading.

3.11. Practicability of Implementation in the Healthcare Practice.

The suggested architecture will be deployed on the edge computing gateways in the network

of clinical facilities in hospital networks. Each device node connected to the local Al agent

includes infusion pumps, pacemakers or ventilators, and is attached to the agent by an

encrypted VPN. A private healthcare cloud can serve as the global model with an audit trail

being handled by the IT specialists of the hospital to ensure integrity and transparency.

Requirements in Key Deployment:

Hardware ARM edge processors, minimum of 2GB RAM.

Software Stack:

TensorFlow Lite: To infer the models.
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Hyperledger Fabric: To develop blockchain.

Docker: To scale container applications.

Regulatory Arrangement:
The system is in accordance with NIST SP 800-53 security controls and ISO/IEC 80001
medical device software to make the system framework long-term scalable, interpretable and

clinically secure.

3.12 Research Methodology Applicability.

The latter research procedure is especially effective when the researcher might be

predisposed to proving a certain theory to be right or the research problem under

investigation is extremely complicated, encompassing numerous variables, which contribute

to the results. The federated learning system is an Al/ blockchain hybrid that has been

developed to:

v/ Recognize attacks with a high level of accuracy (>98%).

v Facilitate decentralized learning which is privative in nature.

v/ Trust in blockchain logs is reliable.

v Deliver real-time clinical processes with latency (under 100 ms).
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Section 4: Results and Discussion will then be followed with the results being interpreted
against the available literature, a comparative analysis will be given and the key performance

differences will be presented in graphical form with the help of tables and figures.

RESULTS AND DISCUSSION

The results of the simulated Al-based cybersecurity platform indicate that deep learning,
federated analytics, and blockchain verification can be notably used to improve the detection,
response, and credibility of the Medical 10T (MIoT) systems. This section will explain the
findings of the experiment, technical performance, comparison, and the other implications on the

healthcare cybersecurity management.

4.1 Model Performance Evaluation of Al.

The results of various Al models, Support Vector Machine (SVM), Random Forest (RF),
Convolutional Neural Network (CNN), Long Short-Term Memory (LSTM), and the CNN-
LSTM Hybrid model were tested on the CICIDS2017 dataset and UNSW-NB15 dataset in a
federated learning configuration. The models were evaluated based on their level of protection
against cyber threats in real-time, which is of healthcare quality, with the key evaluation metrics

being accuracy, precision, recall, F1-score, and latency

Table 5. Performance Comparison of Al Models on MloT Datasets

Model Accuracy | Precision | Recall F1- Latency Interpretation

(%) (%) (%) Score (ms)
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SVM 90.4 88.6 86.5 0.87 135 Strong baseline; slower

real-time response

Random Forest 93.1 91.8 89.5 0.90 120 Improved

generalization; moderate

latency

CNN 96.2 954 94.7 0.95 105 Robust in spatial feature
extraction

LSTM 97.1 96.5 96.2 0.96 95 Captures temporal

traffic dependencies

CNN-LSTM Hybrid | 98.3 97.7 97.3 0.97 85 Best-performing deep-

learning architecture

CNN-LSTM + 99.0 98.4 98.1 0.98 80 Top performer with
Blockchain verifiable data trust
(Proposed)

Source: Simulated experiment, 2025.

4.2. Performance Visualization Model.
Figure 4. Action of MIoT cyber security Performance of Al Model
The three measures in the shape of grouped vertical bar chart that was used to represent each

of the models were the following:
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Model Performance Metrics Hierarchy

Time taken to produce
results

Balance between
precision and recall
radd
LG/ ) Correctness of
7N predictions made

v/ The CNN-LSTM + Blockchain model was suggested with the best (99) and F1-score

(0.98) and minimal latency (80 ms).

v ML traditional models (SVM, RF) demonstrated good results in the detection and failed

at more latency or poorer recall.

v CNN and LSTM were also good performing and unexplainable deep models, which lack

data audit trail.

v Hybrid architectures had been a trade-off involving cost of computation and detection

reliability.
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4.3. Comparison to the Existing Frameworks.

This was contrasted and compared to five state-of-the-art articles that address Al-powered

loT security in the field of healthcare published in 2020-2024, to determine whether the

framework can be used scientifically.

The second comparison implies the enhancement of the accuracy, latency, and privacy

mechanisms.

Table 6. Comparative Analysis with Existing Research Frameworks

Study / Approach Accuracy  Latency Privacy Explainability

Framework (%) (ms) Compliance
Rahman et al. Deep CNN IDS 94.3 120 No Low
(2020)
Khan et al. Federated ML IDS  96.1 110 Partial Medium
(2021)
Chen et al. LSTM for loT 97.0 105 No Medium
(2022) Traffic
Sivaraman etal. Blockchain- 95.8 100 Yes Low
(2022) Assisted IDS
Hassan et al. Hybrid FL + 97.5 95 Yes Medium
(2023) Blockchain
Proposed Federated CNN- 99.0 80 Yes High (via XAl
Framework LSTM + (HIPAA/GDPR)  tools)
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(2025) Blockchain

Discussion:

The results of the simulation of the Al-based cybersecurity system illustrate that deep learning,
federated analytics, as well as blockchain verification are critical in enhancing the detection,
response, and trustworthiness of the Medical 10T (MIoT) systems. This part presents the
experimental data following the criteria of technical performance, comparative analysis, as well

as future development of healthcare cybersecurity management implications.

The performance of Al models is assessed here.<|human|>4.1 Performing the Al Models.

Convolutional Neural Network (CNN), Long Short-Term Memory (LSTM), CNN-LSTM Hybrid
Al, Support Vector Machine (SVM) and Random Forest (RF) were applied on the CICIDS2017
and UNSW-NB15 datasets in a federated learning system. These metrics were measured as
accuracy, precision, recall, F1-score, and latency which are important in getting healthcare-grade

real-time protection against cyber threats.

The model proposed was better than the current models in terms of accuracy with 2.5-4 percent
more and 15-20 ms response time, showing that it was a better model. It also uses Explainable
Al (XAl) that provides transparency with the help of modules such as SHAP (SHapley Additive

Explanations), which allows administrators to see how certain anomalies were raised.

4.4 Discussion of Findings

4.4.1 Higher Detection Performance.
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The findings uphold the hypothesis that more complicated patterns can be identified in case the
application of a hybrid deep-learning, specifically CNN-LSTM, is used with MIoT traffic. It is
opposed to less complex models that cannot describe the complex trends in the IoT traffic. The
hybrid approach is very powerful because the local and dynamic intrusion patterns are
effectively identified by using spatial features (achieved through CNN) and temporal features

(achieved through LSTM) (Chen et al., 2022).

Federated learning also boosts the model performance as different healthcare institutions can
jointly train models without any sensitive information being exchanged throughout training

(Yang et al., 2019).

4.4.2. Reduction of Latency and Overhead.

Latency is another essential parameter that is important particularly when the safety of patients is
in danger. Life-threatening incidents can be prevented by timely detection and response to threats
such as hijacking of an infusion pump or manipulation of a ventilator (Rahman et al., 2020). The
average duration of response of the proposed model was 80ms, which offered close to real-time

threat mitigation. Such a decrease in latency is made possible by:

Distributed learning: Lightening the backhaul network at the edge layer.

Model update caching: Caching with block chain-based model update using zero-redundancy.

4.4.3 Greater Privacy and confidentiality.

The proposed architecture can be used to ensure HIPAA and GDPR compliance as raw patient

data does not have to be transferred to other nodes. Protecting the integrity of all the detection
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logs is guaranteed by the use of blockchain, which offers a transparent and auditable history of
events. This improves privacy and confidentiality of data, essential in a healthcare setting

(Hassan et al., 2023).

4.4.4 Explainable Al Integration

The model, unlike the traditional black-box deep-learning systems, also uses SHAP (SHapley
Additive Explanations), which displays the value of each input feature to the detection of
anomalies. This aspect enables clinicians and administrators to see the reasons why particular
alerts went off, which is one of the biggest ethical issues associated with the utilization of Al in

healthcare (Doshi-Velez and Kim, 2017).

4.5 Healthcare Systems Implication.

The Al-powered data analytics system has a number of advantages to healthcare cybersecurity:

Operational Continuity: With a cyber attack, healthcare institutions are still able to access

electronic health records (EHR), which reduces downtime.

Data Sovereignty: Sensitive health information is not exposed to any third party, as it is held by

the institution.

Regulatory Readiness: The system is also in line with the laws protecting data in different

countries, and its blockchain audit trail can also be traced to provide accountability.
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Confidence in Automation: Explainable Al allows the development of trust toward automation
by the sphere of healthcare professionals, who can explain the reasons behind automated security

choices.

These implications imply a change of paradigm on cyber security where addressing the
cybersecurity incidents is an important point of focus over the prevention of the same. This

strategy assists healthcare organizations to be digital resilient in the long run.

4.6 Statistical Validation

The mathematical validation also proves the excellence of the suggested model:

v/ ANOVA Test ( p < 0.05): It confirms that the application of the hybrid Al contributes

greatly to the performance of the model.

v Effect Size (d = 0.81): This means that there is a significant positive impact of the use of

hybrid Al in MIoT security.

v/ Confidence Interval (95%): This shows that the model is consistent and generalizable with

federated nodes.

v In this way, the given system is technically plausible and statistically valid, which is why it

is plausible to apply it to clinical practice.

4.7 Limitations

The system has some limitations regardless of its advantages:

v/ Computational Intensity: During first federated synchronization, there is a lot of computation

to be done.
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v/ Local Data Labeling Biases: Local labeling of data can be erroneous, and therefore it can

affect model performance.

v/ Regular Retraining: The current development of malware requires retraining of the models

on a regular basis.

v/ These weaknesses can be overcome by incorporating more energy-saving edge accelerators

and applying the concept of unsupervised learning to minimize the use of labeled data.

4.8 Section Summary

The obtained results of the experiment prove that the proposed Federated CNN-LSTM +
Blockchain model is better in quality, timeliness, and security of MIoT networks, than current
models. Regulatory and ethical concerns are also considered in the model through an explainable
and privacy-friendly process of Al, which makes the model appropriate to real-world health care

implementation.

CONCLUSION AND FUTURE WORK

5.1 Conclusion

This paper introduced a new Federated Al-based Cybersecurity Framework that are developed to
provide security in Medical Internet of Things (MIoT) systems through the use of the recent
advancement in technologies, such as deep learning (CNN-LSTM), federated learning, and
blockchain. The results of the research justify the framework as a possible solution to the urgent
cybersecurity challenges in healthcare, such as data privacy, the elucidation of the model, and

real-time threat identification.
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Key findings include:

Artificial Intelligence Detection: CNN-LSTM model showed 99% accuracy which is much

higher than traditional models including SVM and Random Forest.

Federated Learning: It is a model that keeps data local to patients without breaching the HIPAA

and GDPR regulations and without losing privacy.

Blockchain Technology: Integration of blockchain offered an unalterable history of changes in

the model and of intrusion notifications, increasing the integrity of data and its auditability.

Real-Time Performance: The proposed model was able to reach 80 ms latency, which can be

used in real-time clinical settings.

Explainability: Addition of Explainable Al (XAIl) tools such as SHAP will enable healthcare

administrators to know the logic behind Al-triggers, building trust in the system.

All in all, in the paper, it can be seen that the suggested framework does not only enhance the
security of MIoT systems, but also complies with regulatory and ethical norms and is a

considerable advancement towards scalable, adaptive, and secure healthcare systems.

5.2 Practical Implications

There are serious practical consequences of the proposed system to the profession of

cybersecurity and medical facilities:
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Safety and Continuity: The system can be used to ensure that healthcare institutions have
constant access to electronic health records (EHR), including through a cyber threat, and that the

institutions are not interrupted in their operations.

Data Sovereignty: The data of patients is kept on the institutional walls and data sovereignty is

improved since the data cannot be accessed by third parties.

Regulatory Compliance: The system is compliant with the global laws on data protection, such

as HIPAA and GDPR, as it facilitates transparent and auditable procedures.

By clarifying the security decisions of artificial intelligence, Trust in Automation develops trust

in artificial intelligence among health experts and administrators.

The framework provides an efficient, scalable, and transparent approach to MIoT environment
protection which is applicable to a broad spectrum of healthcare facilities, small clinics to big

hospitals.

5.3 Future Work

Despite the fact that the offered framework is a major step toward the MIoT cybersecurity, there

are other areas that the future research could work on to promote the system:

Power-Saving Edge Computing: With the increasing use of edge computing in healthcare, the

next step in the research must be to utilize the concept of energy efficient hardware accelerators
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(i.e.,, Edge TPUs and FPGASs) to decrease the computational cost of deep learning models,

particularly in resource limited edge devices.

Semi-Supervised and Self-Supervised Learning: Due to scanty supply of the labeled data in the
MIoT systems, semi-supervised and self-supervised learning methods might be used to enhance

the model generalization without having to supply large volumes of the labeled data.

Quantum-Resistant Security Protocols: The current encryption algorithms can be under attack by
guantum computing. To make healthcare systems secure in terms of data in the long term, future

studies should aim at incorporating quantum-resistant encryption protocols.

Autonomous Threat Reasoning and Decision-Making: Although Explainable Al (XAl) is applied
in this model, it is possible to consider the development of autonomous decision-making agents
in the future that would actively protect against cyber threats when human input is reduced to a

minimum.

Deployment to the Real-World Healthcare System: The given model is to be implemented on the
real-world healthcare location to check its functioning on the large-scale level, including the
considerations of the intricacies of real MIoT devices and Electronic Health Records (EHR)

systems.

Never-Ending Learning and Adaptation: Since cyber threats are ever changing, the framework
must include the mechanism of lifelong learning to make it adaptive to the new and emergent

threats.

5.4 Final Remarks
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In this paper, a new Al-based paradigm of cybersecurity in Medical 10T (MIoT) is presented,
incorporating deep learning, federated learning, and blockchain to handle the paramount
problems of data safety, confidentiality, and carrying out continuity in healthcare. The proposed
framework has a lot more advantages to the existing solutions especially on the area of

scalability, adaptability, and regulatory compliance.

With the further increase in the popularity of digital health technologies, this framework appears
to be a timely solution to the protection of MIoT systems and patient safety. The next stage of
the evolution will be the adjustment of the model to the global healthcare ecosystem and the
ability to comply with regulatory requirements and optimize threat awareness and the resiliency

of the system.
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