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Annotation 

The rise in adoption of big data in making decisions has raised concern over protection of 

individuals’ datä in financial and analytics industries. This paper focuses on analyzing the way of 

using privacy-preserving technologies to protect personal financial information and its use for 

analysis. The research is centered round anonymization, data masking, encryption, and 

differential privacy methods that were performed on what was referred to as the Financial Risk 

Assessment dataset that had attributes such as credit scores, income and amount borrowed. The 

goal here is to balance good data protection with the need to have the dataset as relevant for the 

analysis of financial risks. A comparative cross-sectional design was employed where the 

effectiveness of the established communication techniques was assessed using both qualitative and 

quantitative comparative approaches. Findings also show that prescribed PETs can be used 

effectively in preserving privacy of individuals but, at the same time, do not reduce the utility of 

the generated dataset. Original scatter plot, bar chart, and box plot results reveal systematic 

patterns in creditworthiness, income level, and loan amount by risk rating and employment 

status, despite the application of anonymization interventions. A privacy risk assessment 

performed after the implementation of the new IT system proved that the organization adhered 

to legal frameworks like GDPR and CCPA in that no private data was leaked. The paper also 

states that privacy friendly methods can be applied in the finance sector as a way of solving data 

privacy predicament thus helping the organizations to continue using the personal information in 

their analysis and decision making in line with the set regulatory standards. The outcomes of the 

study provide a real-world framework containing suggestions on how to improve data privacy 

while maintaining or improving data usefulness in financial organizations. 

Keywords: Data Privacy, Data Analytics, Risk Assessment, Predictive Modelling and Regulatory 

Compliance. 
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1. Introduction  

The concept of a digital economy is relatively new, and businesses dealing in finance and 

analytical technologies rely heavily on personal and financial data to make decisions, evaluate 

risks, and optimize certain processes.Reliance on such sensitive information as income levels, 

credit scores, details of the loan, and the like has increased the risk of data breaches with major 

data breach and hacks being advised by Equifax. Though such lapses pose a threat to customer 

loyalty, they hugely result in severe monetary losses and legal implications with the expansion of 

stiff laws like the GDPR in EU and CCPA in US. There is a challenge in the financial institution 

of how to maintain the functionality of data for functions such as predicting future occurrences 

and detecting fraud, while at the same time adopting strong privacy measures. This study 

specifically seeks to unravel how various privacy preserving techniques including anonymization, 

data obfuscation, data encryption and differential privacy techniques, where applied particularly in 

Financial Risk Assessment Dataset. Based on the literature review, the research introduces an 

ideal method of applying these privacy techniques to reduce data privacy threats while retaining 

the dataset analysis utility. To this end, this research demonstrates the way in which financial 

institutions can attain the paradox of using data without compromising the security of customer 

information and the principles of data protection legislation. In this sense, the research intends to 

provide practical recommendations for the improvement of data privacy and data management 

with specific focus on finance and analytics industries, including the increasing issues of data 

protection and rules compliance. 

2. Literature Review  

Literature review of data privacy across the globe reveals following important PETs that are more 

relevant to financial data. Data anonymization entails the stripping of data they contain of any 

personal details that might identify specific individuals. Data encryption is the process whereby 

information is rendered illegible to any person that has not been authorized to access the 

information as it transits or is stored [1]. Data masking changes data while ensuring it still 

maintains analysis value sufficient for analysis but cannot be used for other purposes. DP applies 

noise into datasets with the aim of preventing the identification of individual data components 

while preserving the general statistical properties of the complete data set. Moreover, 

governments’ regulation also significantly contributes to forming data privacy strategies as well as 

approaches. The GDPR and CCPA are examples of rules governing the use of personal data 

which minimize the use of data, require organizations to be transparent while extending the rights 

of the individuals to have their data erased or to be given copies of this information. In the 

application, laws such as Gramm-Leach-Bliley Act (GLBA) require the institutions to inform 

consumers of their right to privacy and protect their information, amplifying the significance of 

compliance in trimming down legal implications to customers and promoting customer 

confidence. 

The article "Past, present, and future of sustainable finance: The article “Lessons from big data 

insights through the machine learning of scholarly research” Satish Kumar et al. Although this 

article discusses the importance of ethical consideration in the organization through understanding 

financial requirements when addressing analytics and finance spaces such as data privacy. As 

companies continue to incorporate complex consumer data into their operations, technologies 

raise privacy issues, more so with the growing use of digital technologies in data analysis. This 

combination of finance and technology shows that companies need to keep their customers’ trust 

and comprehend the requirements of the legal framework. Also, the enhancement of innovative 

financing instruments corresponds to the requirement for extended data protection. Evaluating, for 

example, the topics like sustainable finance: managing responsibilities and sustainable financing: 
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governing, the authors draw attention to the fact that data privacy can also be a crucial factor in 

creating ethical business. These literatures form a basis for building efforts in the privacy of 

information and in generating sustainable financial returns for the organization in line with global 

CSR research agendas.  

The article “Improve fraud detection and risk assessment for the Financial Services using 

Predictive Analytics and Data Mining”, highlights how Haider Ali Javaid sees an uptick in the 

financial services industry. Custom learning reveals how these technologies improve risk 

evaluation and fraud detection necessary for preserving confidentiality of data. Businesses and 

other institutions are thus able to discover correlations with respect to credit risk, fluctuations in 

markets, and fraud. However, these kinds of analytics pose severe ethical dilemmas on issues of 

data privacy, the fairness of the presented models, and the interpretability of the results. Javaid’s 

study reiterates the presence of effective data strategies that address the effective use of data while 

maintaining strong security measures, for the purpose of improving data privacy in business 

especially in the analytics and finance area. 

The article "Cybersecurity, Data Privacy and Blockchain: In the article “State-of-the-art Issues: A 

Review” Wylde et al., (2022), authors point out several pivotal barriers to adopting blockchain 

within organizations, primarily regarding cybersecurity and data protection. The authors use 

underlined aspects by stating about potential data availability and the necessity of a high-quality 

data management system and legal requirements corresponding to the rules set by ISO 27001 and 

GDPR. They have claimed that with blockchain, data storage which is immutable is capable of 

improving data security and fostering trust in digital transactions. This is consistent with the 

studies on increasing data privacy in business since the integration of blockchain technology can 

offer reliable solutions for the protection of the financial information of organizations and keeping 

compliance within the analytics and finance industries. In this regard, the present article makes a 

helpful contribution in connecting the ethical and legal perspectives and provides an insight into 

promising approaches to enhance data privacy alongside the potential use of innovative 

technologies within the sphere of financial services. 

3. Methodology  

The approach used in this research is based on a review and integration of the available privacy-

preserving techniques (PPT) for preventing unwanted exposure of personal and financial data in 

the Financial Risk Assessment Dataset. There is the employment of both qualitative as well as 

quantitative data in this study [2]. This study started by using the Financial Risk Assessment 

Dataset which included the age, income, credit score, amount of loan required, and employment 

status. It applied an actual problem of privacy risks and the use of privacy techniques in its dataset 

to give realism to the scenario. The first step was therefore to determine which of the attributes in 

the dataset — credit score, income, loans etc., might contain personal information. Privacy 

techniques including anonymization, data masking, encryption and differential privacy were then 

applied. Pseudonymization was applied to eliminate direct and indirect tendencies to uniquely 

identify a person since Re-ID was not allowed. For instance, instead of directly highlighting 

people’s incomes or credit scores, the authors aggregated several common values. To attain a 

level of data confidentiality while still remaining valid for subsequent financial risk analysis, data 

masking was exercised upon features including income and loan size. They were able to use this 

technique in such a way that they were able to deal with the data without revealing details. 

Encryption was one of the other important strategies that were used in the handling of data to meet 

the two objectives of storage as well as transmission. Credit scores and loan amounts as well as 

other personal information were well protected using encryption. To enhance the privacy of the 

data it was decided to add random noise on the data using differential privacy so that it would be 

difficult if not impossible to identify the data of an individual from the rest of the aggregate data 

[1]. These privacy techniques are as follows Before applying these privacy techniques, overall 
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privacy risk assessment was performed. This assessment focused on the ability of the applied 

techniques in the preservation of information sensitive while still maintaining the dataset’s 

analytical significance. It made the risks to the data cut down the privacy risks such as the General 

Data Protection Regulation (GDPR), and the California Consumer Privacy Act (CCPA) I(rec). 

Moreover, the analysis of the privacy risk resulted in the identification of those areas that still 

might be considered as potential threats and provided recommendations to increase the level of 

data privacy [2]. Last, the privacy techniques were assessed on the capacity to reduce privacy 

threats and at the same time, enhance the helpfulness of the data for usable business objectives 

such as financial risk analysis, credit worthiness decision-making and fraud identification. The 

findings were further checked and verified by a case study, so the effectiveness of these methods 

when applied to raw financial data was illustrated. 

4. Results  

The study intended to achieve the objective of applying the PETs in the Financial Risk 

Assessment Dataset and prevent risk to privacy while keeping the data an asset for computation, 

particularly in financial risk measurement, creditworthiness determination, and decision making. 

Standardization, normalization, redundancy elimination, objectivity, and segmentation were done 

on the dataset to ensure privacy of individuals while maintaining the ability to analyze it [3]. A 

process which was followed for anonymization was the process of identifying the PII and either 

deleting or masking it. Income and credit scores as well as other characteristics were grouped into 

clearer groups instead of focusing on values. This measure made it possible for those whose data 

was being used in analysis not to be identified again in the process. Dichotomizing or categorizing 

values including income into ‘low’, ‘medium’ and ‘high’ maintained confidentiality of individual 

responses but the dataset remained valid for trend detection. 

 

Figure 1: Scatter Plot shows the Credit Score vs. Loan Amount with Risk Rating 

Data masking was used on other qualities such as amount of loan or income, which helped to 

retain data utility while preventing identification of their actual values. This was also clear in the 

scatter plot in Figure 1 Credit Score vs. Loan Amount with Risk Rating as a classification 

variable. This makes it easy to point out that, even if specific values are masked, the broad trends 

and patterns somewhere down the line are discernable. For instance, it can easily be seen that 

those with better credit ratings are known to be offered larger loan sums. Also, the plot divides 

people into three risk levels: low risk, middle risk, high risk. The crosses in the colors blue, green 

and teal correspond to each category respectively [2]. Thus, there is a density of the medium risk 

contingent all along the mid-range of credit scores and loan amounts, while the accumulation of 

high-risk customers is evident at the low end of both variables. Nevertheless, trends in credit 

scores or loan amounts are clear, but to prevent disclosing one’s identity, certain credit scores and 

loan amounts are masked. 
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Encryption offered another level of security that covered the data by guaranteeing that all 

sensitive information was safe while stored and when transferred from one system to the other [5]. 

Data security measures were used to protect specific financial information particularly credit 

ratings and the amount required to be borrowed. This greatly minimized the likelihood of data 

violations and rendered it enormously difficult for any unauthorized entity to make out the data. In 

the event these messages were intercepted, then the information contained therein remained 

concealed due to encryption. 

 

Figure 2: Bar chart represents the Average Income by Risk Rating 

Another large-scale privacy method used was the implementation of Differential privacy, which 

involved the addition of controlled noise for the dataset especially when querying it. This 

technique ensured that the dataset remained statistically useful and at the same time effectively 

preventing someone from establishing that the information obtained was from any one specific 

organization [5]. As seen in figure 2, the Average Income by Risk Rating is well illustrated in a 

bar chart. Despite the noise introduced by differential privacy, the bars reveal a clear trend: thus, 

people in the medium risk level have the highest income on average compared to the low and 

high-risk populations. For evaluating the financial condition of each risk category, this pattern is 

useful, through the subject’s privacy remains protected. Adding noise ensures that these averages 

are sufficiently good for analysis, but making sure that it is computationally hard to Infer the 

original input data back is the stress point of differential privacy. 

 

Figure 3: Box Plot charts Loan Amount by Employment Status 
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The same applies to the box having visualized Loan Amount by Employment Status in the Figure 

3 where it is also possible to observe how privacy-enhancing technologies allow preserving 

beneficial data analytics while excluding critical data. These three groups are unemployed 

employed and self-employed borrowers and the Figures 9 and 10 demonstrate that the employed 

borrowers get Loans of less average amount as compared to the self-employed borrowers but have 

greater volatility. As we can see in this box plot, despite efforts towards enhancing the privacy of 

some of the data, important information about the relationship between the employment status of 

the borrowers and the loan amount is retained. The descriptive measures of range, median, and 

quartiles from each employment status group thus afford rich quantitative analysis for risk 

analysts on lending trends across different employment statuses without compromising on the 

privacy of individual borrowers. 

A post-implementation privacy risk assessment also validated the efficacy of the applied 

techniques. Acquiring high levels of privacy protection for the risks of data re-identification, 

exposure of data and unauthorized access while maintaining the effectiveness of the dataset 

investigation for the financial institutions, every privacy technique was successful [7]. That was so 

achieved through techniques such as anonymization and data masking; making sure that no one 

could be identified by their financial attributes. During storage and transmission, data could not be 

accessed by anyone who was not supposed to, because they were encrypted. Differential privacy 

then paved for privacy preservation by guaranteeing that data mining, statistical analysis, and 

querying did not leak individual’s sensitive details. 

The proposed PETs were successfully applied, and the anonymity of the personal data was 

preserved; at the same time, the financial risk analysis of potential clients remained possible. As 

for the analysis of credit scores and loan amount, Figure 1, the scatter plot does deliver 

meaningful insights, just as Figure 2 bar chart does not detract from useful income level 

distinctions by risk category. Furthermore, Figure 3 box plot of loan amount based on 

employment status demonstrates the variation of data even after applying PETs it was still useful 

for decision making [9]. The proper balance between an individual’s privacy and data usefulness 

to the organization proves that organizations in the financial sector can uphold data privacy 

regulations Objective Outcomes This paper aligns with the following objectives: 

5. Future Work  

Further work on improving data privacy for the analytics and finance domains should focus on the 

creation and implementation of new and more effective privacies that will help overcome 

emerging threats and increased regulatory scrutiny of data misuse and cyber threats. This is very 

crucial especially given that organizations are using massive amounts of exponentially personal 

and financial data to make important decisions [10]. Two novel technologies that seem to have a 

long-term bearing on the data utility/privacy paradox include federated learning and homomorphic 

encryption; federated learning, for example, allows the training of models across multiple 

decentralized data sources without the sharing of raw data, thus eliminating privacy risks while at 

the same time permitting analysis with meaningful results, homomorphic encryption, on the other 

hand, allows computations to be made on encrypted data, something that ensures that data is Case 

based and longitudinal studies will be useful to evaluate the effectiveness period of implemented 

privacy strategies and their ability to change and sustain data privacy in organizations over time. 

To develop the guidelines defining the data privacy management approach, it is essential to 

encourage cooperation between academics and professionals from industries and regulatory 

organizations. Furthermore, understanding the consumers’ awareness regarding data privacy 

measures could be of tremendous benefit to organizations in adapting local strategies to better suit 

the consumers’ expectations hence strengthening consumer firm bonds beneficial to brands. The 

solutions to these challenges can help future work to contribute to the establishment of a well-

grounded approach for securing such data while fostering the applications of analytics for 



                                                                    ( American Journal of Technology Advancement) 

 

American Journal of Technology Advancement  52 

business value creation[11]. Clearly, research and collaboration will be crucial to identifying and 

adopting the best practises that protect the privacy of employees, consumers, business partners 

and investors while increasing the trustworthiness of analytics and finance businesses. 

6. Dataset  

Table 1. 

 

Screenshot of Few Dataset 

Dataset Sources Link: https://www.kaggle.com/datasets/preethamgouda/financial-risk 

6.1 Dataset Overview  

The evaluation of individual financial risks requires the Financial Risk Assessment Dataset whilst 

the main concept behind it deals with the privacy and personal data in analytics and financing 

industries. It comprises factors like age, sex, education standard, marital condition, income, credit 

rating, loan amount, loan use and employment status. All of these make financial risk 

understanding possible and therefore FID makes PETS development very essential. It contains 

intentional variations and some missing data to help with the evaluation of some privacy 

preservation methods like k-anonymity, data. Obscuring and DP, missing values, and data 

variations are common in real life applications. Through using this dataset, the study proposes to 

examine measures of implementing security measures to guard this kind of data besides meeting 

the set legislations’ requirements, thus promoting data privacy and credibility in the financial 

sector. This covers all the aspects that one can assemble into a routine and pertinent database for 

deploying and assessing privacy measures in financial risk  

7. Discussion  

This research paper’s discussion emphasizes the importance of sound data protection frameworks 

on analytics and finance industries due to the usage of identification and fiscal information. From 

the use of privacy enhancing technologies viz anonymization, encryption, data masking and 

differential privacy, the papers demonstrate their usefulness in reducing privacy risks while 

enabling data usefulness in data analytics. However, it is important to understand that none of the 

method can guarantee total shield; it requires a broad-spectrum approach which should embrace 

various methods best suited to the organizational requirements. The question of compliance and 

most especially to rules governing usage of data is also very critical especially with the current 

regulations such as GDPR and CCPA whose main agenda is to protect users’ data and ensure that 

data users get their consent [4]. Thus, organizations must urgently formulate more elaborate data 

governance policies that meet these legal provisions and issues pertaining to the customer’s 

privacy. Regular reassessment and modification of privacy plans and program are crucial because 

new forms of threats exist regarding information. Customers and other stakeholders should be 
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informed and involved in more discussions concerning data privacy to bring the best out of put in 

place measures [12]. Finally, the role of active and engaging compliance with data privacy 

regulation is crucial for organizations in the analytics and finance industries to improve 

organizations’ performance in the context of the data-driven economy while respecting 

individual’s rights. 

8. Conclusion  

In conclusion, the proceeding discussion has identified that improving data privacy protection in 

the analytics and finance domain is not just an essential compliance program but a means to 

ensure customer confidence and secure customers’ data. It has been explained in this research how 

valuable and helpful privacy technologies, including anonymization and node encryption, data 

masking, and differential privacy are in managing the risks posed by personal and financial data 

processing. Therefore, organizations must work on the creation of a complex effective framework 

that would enable the use of the data without neglecting the privacy aspect in the process of data 

use. However, strict compliance to legal frameworks such as GDPR and CCPA is very important 

so as to contain many legal risks of data ethicality. Due to the dynamic nature and changes in data 

risks, organizations need to be proactive by continuously revising their privacy framework, and 

lastly, involving stakeholders to ensure a positive attitude to data privacy is enhanced. In the long 

run, good data protection means improved organizational efficiency, adherence to the law 

regulating data protection, and establishing a long-term rapport with customers by respecting their 

data. Reliable actions performed today demand protective shields during the formation of the new 

digital economy. 
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