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Abstract: The evolution of cyber threats is very dynamic and thus the challenge to organizations to 

seek the protection of digital assets and maintain business continuity. With conventional defense 

mechanisms failing to respond to sophisticated patterns of attacks, the need to incorporate data analytics 

into the cybersecurity operations has become an important strategic demand. In this study, the issue of 

business analytics as a means of fortifying cybersecurity, specifically, in the domain of risk management 

and incident response, will be studied. It is anchored upon the Hornet 15 data, which is a freely accessible 

repository of network flow data that has been collected during a seven-day period by honeypots present in 

eight cities that are distributed across the globe. The data provide a one-of-a-kind understanding of 

geographical variations in the intensity of cyberattacks and their patterns, creating the possibility to 

investigate regional exposure to threat and deviations in traffic comprehensively. The framework of the 

methodology includes statistical analysis, the identification of anomalies, and making predictions with the 

help of Python, Excel, and Kaggle environments. Among the methods, it is possible to note the use of a 

combination of the Isolation Forest algorithm to identify abnormal flow patterns and of the Random Forest 

classifier to identify the potentially harmful traffic that can be done with a high level of accuracy. 

Visualization techniques, such as bar graphs or heatmaps or geospatial thread Mapping are also used to 

increase interpretability. The peculiarities of geographical differentiation of the attack volume, the number 

of different source IP addresses, or data transmission patterns are observed cities, which are shown to be at 

a higher threat of being attacked. The insights produced during analysis demonstrate the importance of 

location-based threat information and justify the implementation of region-specific protection measures. In 

the study, the effectiveness of incorporating the business analytics techniques in cybersecurity structures 

has been brought forward. Improved data visibility, live monitoring, and business decision-making are 
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outlined to be some of the main results of such a practice. The results lead to the development of data-

driven approaches to cybersecurity and yield practical guidance to companies that want to transform their 

ability to evaluate risks and respond to incidents. 

Keywords: Data-Driven Cybersecurity, Business Analytics, Risk Management, Incident Response, 

Anomaly Detection and Honeypot Network Traffic. 

 

1. Introduction  

1.1 Background  

In a digital transformation era, the nature of business has changed as organizations are entering highly 

networked systems that predispose them to numerous cyber-related risks. A greater vulnerability of digital 

platforms, cloud services, Internet of Things (IoT), and remote operations, as a means of security, has also 

increased the high attack surface dramatically. Threat actors have become more professional and 

technically savvy and employ such techniques as zero-days, distributed denial-of-service (DDoS) attacks, 

ransomware, advanced persistent threats (APTs). This emerging territory of threats requires that the way 

organizations deal with cybersecurity undergoes a paradigm shift. Conventional cyber security protection 

systems, like firewalls, antivirus solutions, and signature-based intrusion identification systems, are 

important, yet frequently responsive. They are sometimes unable to identify new or sneaky attacks that do 

not follow specified patterns [1]. Organizations must shift out of the static, reacting type to more dynamic, 

predictive, and intelligence-focused structures. In that regard, business analytics have become an important 

element in the business strategies of cybersecurity, which, in turn, has become instrumental in raising the 

level of cyber resilience. Business analytics which include statistical analysis, data mining and machine 

learning allows the processing of huge amounts of data that is related to security the detection of secrets 

patterns and passing of sound decisions. With such approaches used on network traffic and user behavior 

data, organizations can detect threats at an early stage, calculate risks more precisely and react to security 

incidents. Within this wider picture, this paper is focused on the potential paradigm-shift created by data-

driven risk management and incident response in the field of cybersecurity. 

I.2 Problem Statement  

Evolution in cybersecurity technology has not changed the fact that most organizations still experience 

slow threat detection, weak incident response, and poor use of data in their networks. Real time observation 

is still not sufficient and it tends to cause serious data leakages and failure in operations. Bad integration 

between cybersecurity operations and business analytics is a problem that results in visibility issues, 

ineffective prioritization of risks and slow decision-making [2]. This paper combines these issues by 

proposing using business analytics systems to take raw network flow information through networks and 

translating that raw data into actionable intelligence that can be used by organizations to develop more 

predictive approaches to cybersecurity and improve risk remediation and incident response efficiencies. 

1.3 Objective of the Study  

The objective of the study is to assess the potential use of business analytics to enhance cybersecurity 

work, mainly in the context of risk management and incident response. The purpose is met via a systematic 

analysis of Hornet 15 dataset, which will record network attack actions in the real rather than artificially 

simulated environment, in a variety of locations. In particular, the following results are to be obtained:  

 To be able to use business analytics methods in studying real-life cyberattacks.  

 To find machine learning anomalies in networks [3].  

 To categorize potentially malicious flows using predictive algorithms.  
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 To graphically display regional variations in the behavior of attacks by geospatial maps.  

 To evaluate the way analytic-based dashboards aid in situational awareness.  

 To estimate the effectiveness of data driven approaches in risk-based cybersecurity decision making. 

1.4 Research Questions  

To systematically navigate through the research and guarantee an oriented analysis, the following research 

questions are elaborated:  

1. What is the role of business analytics in earlier detection and reaction to cybersecurity threats?  

2. How does a geographic location play into affecting the amount of cyberattacks and the type of attacks?  

3. What is the efficiency of the anomaly detection and predictive modelling of high-risk flows?  

4. What are visualization tools and how can they be useful in real-time monitoring of threats and making 

operational decisions? 

1.5 Significant of the Study  

This study is important because it has a practical and theoretical value to add to the cybersecurity field. On 

the practical side, the study provides the replica approach to applying business analytics in security 

operations based on real-life data. The strategy enables organizations to step out of earlier detection 

systems and become more proactive and data-driven in terms of detecting threats and responding to attacks 

[4]. The fact that the study illustrates how it is possible to analyze the data concerning network traffic with 

the use of tools like Python, Excel, and Kaggle presents the researcher with a framework that could be 

implemented by even organizations with limited funds. Being based on publicly available datasets and 

employing the open-source technologies the approach is scalable and can be integrated into different 

organizations. Theoretically, the research will add to the existing knowledge on business analytics and 

cybersecurity when they come together. It brings out the significance of location-conscious intelligence, 

detection of anomalies, and predictive modeling as an improved measure on organizational resilience [5]. 

The inferences resulting from the analysis can substantiate the position that data-driven approaches are not 

only successful, but also mandatory in curbing complex cyber threats that are witnessed in the context of 

the modern digital world. The study highlights the role of visualization in cybersecurity and how it 

demonstrates how dashboards and heatmaps can present difficult data into formatted patterns that can be 

used to make real-time decisions. 

1.6 Scope and Limitation  

This study dwells on studying cyberattack traffic based on the Hornet 15 dataset which consists of seven 

days of collected bidirectional NetFlow traffic that was gathered by eight honeypots in various cities 

around the globe. The area under consideration entails the use of business analytics methods, including 

statistical analysis, machine learning, and data visualization in improving the processes of risk management 

and incident response [6]. Although the data set yields important information about geographical 

differences in cyberattacks, it is restricted to a certain period and a certain network set- up. The honeypots 

deployed in the data set were also set up to only have a single service (ssh) and that might not expose all 

the variety of services targeted by attackers in real-life systems use NetFlow data to run deep packet 

inspection or detect malware families since such information is not presented in NetFlow data. The study 

will neither be used to give an in-depth analysis on the attribution of threats nor develop a detection system 

in the entire enterprise. Instead, it provides a specific analysis on how analytics can achieve greater 

visibility and responsiveness when it comes to the monitoring of network traffic [7]. The study aims that its 

findings should inform organizations that need to introduce data-driven methods of cybersecurity or 

enhance the existing ones. There are these limitations, but the research proves the feasibility of using 
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analytical frameworks to strengthen the cybersecurity posture and backs the current transition to 

intelligence-driven security operations. 

2. Literature Review  

The cybersecurity literature has developed considerably as digital threats have become more complex and 

massive. Multiple researches focus on the transformation of the client and perimeter-oriented security 

towards data-centered intelligent protection. The potential of machine learning and predictive analytics to 

detect and prevent the threats is reflected in the recent developments [8]. Most scholarly literature dwells 

considerably on implementation specifics, including the application of intrusion detection systems, but 

does not pay sufficient attention to a strategic inclusion of business analytics into organizational 

cybersecurity routines [9]. Some of the main trends in the evolution of cybersecurity, the relevance of 

business analytics, incident response frameworks, usefulness of honeypots, and gaps in the current research 

study are the topics of this review. 

2.1 Evolving Cybersecurity  

The scope of cybersecurity has changed greatly due to the evolution in the complexity and number of 

online threats [10]. The early tactics were centered on perimeter security, which included, firewalls, 

antivirus software, and access control systems, to prevent unauthorized access into an organizational 

network. These were mostly signature based and rule-based measures and thus they were quite effective to 

combat what is known to them at the time of attack but they could not combat the emerging or advanced 

threats at that time. The development of cloud computing, mobile devices, work at a distance, and IoT 

networks has enlarged the threat base, and these traditional models have struggled to deal with them. With 

the help of their dynamic defense lines, cybercriminals have taken to exploiting zero-day vulnerabilities, 

employing advanced persistent threats (APT), and social engineering approaches like phishing and 

ransomware [11]. Due to the increasing murkiness and dynamics of threats, security measures have been 

moving towards predictive analytics, behavior analysis and anomaly-based detection. The new defenses are 

real-time data security, threat intelligence and automation, enabling the systems to change rapidly with the 

changing threats. Some of the technologies such as Endpoint Detection and Response (EDR), Security 

Information and Event Management (SIEM), and the User and Entity Behavior Analytics (UEBA) would 

be important in identifying suspicious activities. Patterns and deviations that could indicate compromise are 

now recognized better through machine learning algorithms. This development is a paradigm change: 

change of reactive security through predetermined rules to proactive, smart security with the capability to 

predict (anticipate) and prevent threats. The interrelation of cybersecurity and data science has established a 

territory in which the systems are able to absorb the previous attacks and spot some abnormal performance 

and deal with them in an automated way that will reduce the susceptibility and decrease the harm dealt in it 

[12]. Due to the increasing importance of digital infrastructure to the business health across organizations, 

cybersecurity should be dynamic, anticipatory, and highly intertwined with data-driven based knowledge to 

counter future malicious activities. 

2.2 Cybersecurity Business Analytics  

An approach to the integration of business analytics in cybersecurity also creates a very effective solution 

to the detection, prediction, and action in response to threats based on data-oriented solutions [13]. 

Business analytics refers to an assortment of techniques and procedures, which uses mathematical 

modeling techniques, such as data mining, machine learning, and statistics, to derive trends and anomalies 

in enormous volumes of data. In the world of cybersecurity, it helps organizations shift their defensive 

tactics towards proactive situations. Languages and frameworks, like Python with the support of libraries, 

like Pandas, NumPy, Scikit-learn, and including platforms, including Tableau, Power BI, and Apache 

Spark, are often applied to collect and analyze challenging security data. Such tools facilitate real-time 
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performance, anomaly detection, attack vectors classification, and threat landscape visualization. An 

example of clustering algorithms sorting similar malicious actions and helping quickly recognize a pattern 

and classification algorithms such as Support Vector Machines (SVM) that can be trained to identify the 

type of traffic [14]. Using predictive modeling, it is also possible to predict possible attack spikes or system 

vulnerability. Cybersecurity visual intelligence comes with dashboards and heatmaps, which can also 

support analysts to make timely decisions amidst all sorts of crisis situations. Analytics allow co-managing 

incidents together with Security Operations Centers (SOCs), and act to complement the situation awareness 

and prioritization. Analytics may also be used in many situations to help in allocation of resources so that 

areas that need to be attended urgently are attended to first [15]. Business analytics is applied and can make 

a massive contribution to ensuring cyber resilience by shorter reaction times, higher precision of detection 

and ability to make data-driven decisions. Cybersecurity as the increasing complexity and data-intensive 

aspect of different cyber threats and adopting business analytics as a part of the cybersecurity procedures 

are beneficial not only. The fusion enables organizations to create smarter, evolutionary defense systems 

that can learn, evolve and respond to digital threats in real-time. 

2.3 Incident Response Framework  

Incident response plays a crucial role in reducing the effects of an attack and guaranteeing the resume of 

business. With time, systematic designs have been come up to advise organizations on how to undertake 

incidents in a structural manner [16]. The best-known ones include the NIST Cybersecurity Framework, 

the incident handling model by SANS, and the ATT&CK Matrix developed by MITRE. The NIST 

framework categorizes the incident response lifecycle in five phases namely Identify, Protect, Detect, 

respond, and recover. All the stages focus on preparedness, likelihood of risk, and resilience development. 

This SANS framework takes this further and it has six actionable steps; Preparation, Identification, 

Containment, Eradication, Recovery, and the Lessons Learned. In the meantime, the MITRE ATT&CK is a 

complete matrix of adversary tactics and techniques, which allows organizations to know how the attack is 

executed and what actions they should take to counter the attack. With the help of these frameworks, the 

design of a response protocol, the distribution of the responsibility, and maintaining communication 

consistency during incidents can be ensured to take place with a structured foundation [17]. The increased 

presence of business analytics in these systems has changed the way incidents are identified and processed. 

Anomaly detection algorithms have started helping in detecting anomalies in the detection stage, whereas 

risk scoring models have put special focus on threats in the containment and response. The dashboards that 

provide visualizations improve transparency and contribute to the synchronization of all the stakeholders 

by providing real-time information. Post-incident analytics provide valuable information concerning root 

causes, efficient response, and possible dos. Analytics within an incident response process lowers ―dwell 

time‖ the time between breach and detection hence minimizing damages and fast-tracking the recovery 

process. This analytical enhancement does not only enhance the process of decision-making but also 

ensures that organizations respond swiftly to the changes in threats. With the rise of data science, response 

frameworks in cybersecurity operations have become dynamic, evidence-based, and facilitate agile 

response to assets and reputation and cover any violation of compliance standards. 

2.4 Honey pots and Threat Intelligence  

Honey pots are a tactful security system that is set up to notice, allude, or investigate contravention 

endeavors by being placed as decoys in a network system. Such systems resemble weak targets like servers 

which have not been updated or services which are not covered, which makes them very appealing to 

attackers. In contrast to production systems, honeypots are closely tracked to gather details about attack 

vectors, methodology, source IP addresses and patterns of behavior [18]. They are a useful mechanism to 

collect threat intelligence not at the expense of core infrastructure. Depending on the extent of services 

being simulated, honeypots are either of low interaction, which gives limited functionality that emulates a 
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very simple system, or those of high-interaction, which presents an attacker with a full-fledged system to 

work on- each bringing different magnitudes of understanding. The intelligence collected helps to establish 

the motivations and techniques of the attackers that helps in establishing better defensive positions and 

changing signatures to detect the same. Studies show that the nature, frequency, and complexity of the 

captured attacks matched by honeypots are dependent on geographic positions. areas with high cloud 

infrastructure presence could have more people intruding and areas experiencing geopolitical tensions. This 

emphasizes the importance of geo-located deployment of honeypots as in the Hornet 15 dataset which 

allows one to study threat-based behaviors regionally. These data may be used in terms of training of 

anomaly identification systems, validating threat models formulation of predictive frameworks [19]. 

honeypot-derived knowledge is used in Security Operations Centers (SOCs) to facilitate early warning 

systems and efforts of proactive protection. they add value to the global threat intelligence platforms and 

databases. It is also useful in being able to visualize and analyses honeypot data using business analytics 

dashboards so as to make trends and anomalies exposable to decision-makers [20]. Honeypots do not only 

represent lures that adversaries follow, becoming critical elements in the intelligence-based cybersecurity 

practice, serving as a source of detailed location-based data, the data that can be used both to plan out 

measures and respond to threats in real-time. 

2.5 Research Gaps  

Although the concepts of applying machine learning to intrusion detection have been studied in the past 

substantially, there is a lack of focus on adopting business analytics into cybersecurity decision-making 

systems, especially in operations [21]. Majority of the available literature deals with technical models of 

detection at the expense of visualization and strategic implementation of analytics into real-time incident 

response. There is a lack of studies on the influence that geo-location data has on the patterns of a 

cyberattack, even though there is evidence that local aspects play an important role in determining the 

behavior of threats [22]. There is also no comprehensive literature that effectively integrates honeypot-

derived traffic metrics data and business intelligence dashboard to enable risk-based response strategies. 

This study is intended to fill these gaps by relying on machine learning, geographic threat intelligence, and 

visual analytics to bolster cybersecurity decision-making. 

2.6 Empirical Study  

An empirical study conducted by Elvas et al. (2020) used a data-driven incident management strategy in 

the Smart City of Lisbon, whereby the concept of the CRISP-DM method was used to obtain information 

on historical data about municipal occurrences. The researchers examined the events that took place as 

incidents involving structural collapses, fires, and additional emergencies between 2011 and 2018, and 

included context variables, including the weather conditions. Integrating public data with the municipal 

data, the research proved that descriptive and predictive analytics can display patterns of urban risks and 

help proactive policies of management. Its methodology included the following stage: a) data preparation; 

b) pattern recognition; c) predictive modeling; d) they help in decision-making and urban planning. the 

typology of reasoning remains highly applicable to cybersecurity data-driven approaches even though the 

analysis was made on a physical infrastructure basis. As in the case with Smart City events, cyber threats 

tend to be predictable over time and across geographic locations and hence need similar predictive systems 

[1]. The work confirms the importance of historic data, the analysis of relationships between variables, the 

real time forecasting-the criteria that are vital in business analytics of cyber security. This empirical work 

lends credence to the use of data-driven incident response models in preventing real-world and digital 

threats through the analogy of risk reduction that is presented in physical security studies. The effective 

application of CRISP-DM and combination of infrastructure-based and system-level factors also confirms 

the relevance of the structured analytical approach in the analysis of high-risk and complex environments. 

The study therefore, has considerable merits as far as the establishment of resilient and analytics -driven 



AJEBM, Vol. 6, No. 8, Aug 2023 
 

 
 

208 

ISSN 2576-5973 (online), Published by “Global Research Network LLC" 
under Volume: 6 Issue: 8 in Aug-2023 https://globalresearchnetwork.us/index.php/ajebm 

Copyright (c) 2023 Author (s). This is an open-access article distributed under the terms of 
Creative Commons Attribution License (CC BY).To view a copy of this license, 

visit https://creativecommons.org/licenses/by/4.0/ 

 

cyber security structures that can detect threats and respond to incidents in time are concerned. 

A quantitative study by Naseer and Siddiqui (IEEE) critically dwells on the effect of the application of Big 

Data Analytics (BDA) in the improvement of agility in the process of responding to cybersecurity 

incidents. Based on the results of twenty-one profound expert interviews, the work constructs a multi-phase 

analytical framework that traces the development of BDA capabilities through three levels: manual 

analysis, basic analysis and advanced analysis. According to the results of the preceding maturity stage, big 

data tools were discovered to mean acting on a greater scale to enhance flexibility, innovation, and rapid 

responses to cyber threats. The framework highlights how the frames of reference of organizations with 

increased ordering of the degrees of organizational maturity becomes more competent with alert and 

situational information of threat, collaborative response all of which is critical in reducing the damage of 

breach. It also emerges in the study that BDA facilitates better decision-making as it uses large and 

intricate security data to provide better visibility to networked systems. Importantly, big data technologies 

allow building the shift between the static and rule-driven detection to real-time, behavior-based analytics 

[2]. This empirical work supports the emerging notion that cybersecurity agility is no longer a choice, 

rather it is a strategic necessity, particularly concerning the current changing high-velocity threats. It is due 

to this reason that BDA is more than a mere enhancement tool; it is also a diagnostic instrument as 

evaluation and enhancement can be done in terms of existing incident response capabilities. These results 

are direct support of the premise of this research paper conceptual framework: business analytics, such as 

big data techniques, are transformative in the effort of proactive risk management and successful incident 

response. 

Galla et al. (2022) provide in-depth empirical research on the applicability of artificial intelligence and big 

data in developing a high-level compliance approach to cybersecurity provision using a new method we 

call Threat Hooking. Based on Network Theory, their model creates the Network Security Characterization 

Model (NSCM) to evaluate the health of the network, the severity of the threats through the analysis of IoT 

devices security event data, corporate system security event data, and government infrastructure security 

event data experience in real-time and in large scale. The paper emphasizes how these huge network data 

that have never been used before because of unstructured and proprietary data can be configured based on 

such with the use of AI algorithms to generate stepping stones of actions in addressing threats [3]. The 

researchers build and label a dataset of dynamic live and emulated attack examples and show how AI can 

achieve isolation of network artifacts that correlate with threat behavior and convert such knowledge to a 

form that can be read by a cybersecurity expert in the form of an alert. The specified empirical framework 

supports the significance of integrating machine intelligence and domain knowledge to construct the 

scalable, adaptive, and conforming cybersecurity systems. Selective prevention of the component parts of a 

given threat in the larger context of a network event is also a change of strategic thinking where once a 

sweep of the entirety was used these responses have been reduced to laser-like focuses. This can be seen as 

highly relevant to the main theme of this study, which is the improvement the use of business analytics 

through the use of AI and network modeling brings to the process of risk management, enhancing the 

accuracy of incident response, and easing regulatory compliance. The study confirms the rising argument 

about the need to implement AI and big data capabilities to cybersecurity infrastructures to handle moving 

threats with a combination of agility and accountability. 

The paper by Rawat et al. (2021), published by a reputable IEEE journal and containing an influential 

study, is the most detailed research that describes cybersecurity in relation to the big data age, both 

empirically and conceptually [4]. The research is two-fold: not only focusing on what can be done to 

protect big data assets but how big data analytics may be deployed as an aggressive intervention point in 

the identification, forecasting, and pre-emption of cyber threats. This review of numerous modern studies 

focuses on the discussion of how cybersecurity is changing the outdated concept of defensive systems to 

the dynamic Prevent, Detect, and Respond (PDR) model that came possible due to the analysis of large 
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quantities of information. The paper highlights the fact that the growing amount of data, its speed, and its 

variability enabled by IoT, cloud infrastructure, and mobile platforms require the use of analytics-based 

practices to both monitor and track threats in real-time. It also highlights such research trends as anomaly 

detection, behavioral analytics, and smart automation, which are based on the data-driven approach and can 

be used to improve incident response. The authors demonstrate the use of big data as a cyber resilience 

strategy in various industries such as finance, healthcare, and government by the use of summaries and 

trend tables. This empirical survey establishes the notion that the capability to run analytics is essential in 

sifting through actionable intelligence that is to be disseminated through noise and timely eventuation of 

advanced persistent threats (APTs). The results complement the strategic relevance of integrating business 

analytics into the processes of cybersecurity companies to enhance organizational nimbleness, decision-

making procedures, and threat postures within a progressively data-dense setup. 

Akter et al. (2022) provide data-based reconceptualization of the digital economy digital economy of 

cybersecurity awareness capabilities, the focus on human, managerial, and infrastructural aspects of 

cybersecurity awareness capabilities. Based on the Dynamic Capabilities Framework, this empirical study 

relying on qualitative evidence singled out three basic elements of cybersecurity awareness: that is 

personnel capability (knowledge, attitude, learning), management capability (culture, training, strategic 

orientation), and infrastructure capability (technology and data governance). The authors maintain that as a 

firm embraces big data in its daily operations, complexity and speed of cyber threats require not only 

technological defenses, but also greater organizational preparedness and understandings. Their research 

indicates that a data-centric view of cybersecurity is best fostered by strategic governance, employee 

modeling, and efficient culture-building efforts. Remarkably, the study emphasizes that ineffective 

cybersecurity positions can be most frequently explained by the lack of awareness rather than the lack of 

technological robustness [5]. This is also in tandem with the subject of the current study in highlighting the 

fact that risk management and incident response do not only remain algorithmic, but also rely on the way 

data-driven lessons are implemented in organizational ecosystems. This study also confirms the importance 

of analytics to track the behavior of users, inform training approaches assist in infrastructure decision-

making. Thus, it can be concluded that this empirical contribution identifies the need to create business 

analytics compatibility with the capabilities of human-focused cybersecurity solutions, which could be 

used to counter threats in an environment of continually digitized and interconnected spaces. 

3. Methodology  

This study is a quantitative and data-driven research based on the Hornet 15 Geo Honeypot dataset that was 

captured in eight cities globally as the traffic of NetFlow. Python was used to clean, normalize and group 

by time of data [23]. Visualization, anomaly detection and predictive modeling through analytical tools like 

Tableau, Excel and Scikit-learn was carried out. Methods such as Isolation Forest and Random Forest 

classifiers detected deviant behavior of the flow and forecasted behavioral patterns of an attack. The study 

concentrates on flow-based, region-based Intel on cybersecurity with business analytics [24]. Ethical 

considerations were upheld due to the utilization of anonymized, publicly available data to facilitate ethical 

and secure researching processes in terms of cybersecurity evaluations and response. 

3.1 Research Design  

This study is conducted using a quantitative and exploratory research design to find out the ways to bolster 

cybersecurity using business analytics. Its main agenda is to find out the specific trends of cyberattack 

traffic, variations in threat levels across locations, and the advantage of anomaly prediction and prediction 

modeling based on flow-level statistics. The data-driven feature was chosen because of the massive 

availability of structured NetFlow data that provides real-time analysis of the packet activities, protocols 

usage, and location-based attacks [25]. The concept of design consists of the sequential implementation of 

statistical methods and algorithms of machine learning to isolate tendencies and deviations in the data of 
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cybersecurity. This contrasts with qualitative measures in that this technique focuses on quantifiable 

measures of risk, including source IP density, number of packets and flow protocols. Exploratory 

components of the design include extraction of new knowledge and visual analytics and discovery of 

patterns, whereas the quantitative component will make the results properly significant and reproducible 

[26]. The design is integrable with the actual cybersecurity decision-making practices and provides a real-

time risk tracking framework. The study uses visualizations, clustering algorithms, and predictive 

classifiers to assess the kind of impact that analytics has on cyber security infrastructures as a strategic 

enabler. It is also a design that allows comparisons among cities and regions to inform local and global 

incident response. 

3.2 Dataset Description  

The main data that is considered in the study is the Hornet15: Network Dataset of Geographically Placed 

Honeypots which is comprised of the seven days’ time series bidirectional NetFlow packets captured by 

eight honeypots across a group of cities in the world, namely Amsterdam, Bangalore, Frankfurt, London, 

New York, San Francisco, Singapore, and Toronto. All the honeypots had been set up to mimic an SSH 

service, and thus were particularly the target of typical kinds of attack, which include brute-force logins 

and reconnaissance scans. The data set will include the data on timestamps, number of packets, type of 

protocol (TCP, ICMP, SCTP, UDT), source/destination IPS, duration of flows and the number of bytes. 

The data at such a fine granularity permits the detailed study of behavior of the flow, ride anomalies, and 

geographical differences in the volume of attacks [26]. The distribution of the geographical information of 

the dataset predisposes it to assessing location-aware threat models. The data is open and pseudonymized 

because it meets the ethical principles of research. The dataset allows comparing analytics and checking the 

consistency of patterns since it presents a consistent observation window across cities. The peculiar system 

of protocol diversity combined with geographical segmentation enables both micro and macro-level threat 

estimations, which is why it is most appropriate to address the question regarding the applicability of 

business analytics in the detection, prediction, and visualization of cybersecurity risks in different 

geographies. 

3.3 Data Preprocessing  

Preprocessing was an important step to make sure that data was ready to be analyzed and did not contain 

inconsistencies. The first step was to check all records and eliminate those that were missing, null values, 

and duplicated values using Panda’s library in Python. Non numerical variables like IP addresses, 

timestamps were also standardized and made to be in the same form. The time stamp was transformed to 

the format of datetime or time-series analysis and aggregated to the unit of 1 hour and 1 day to study the 

time variations of traffic. Normality of the protocol values was achieved by converting into nominal 

variables so that adequate visualizations and frequency distributions can be apparent. To increase the 

accuracy of the model, it was insensitive to irrelevant traffic, incomplete connections, non-SYN packets not 

associated with SSH targeting, etc. The logs of packet and byte volumes were taken to reduce skewness 

and compare them between cities. Then, the data was split into honeypot locational data to facilitate the 

region models. Flow continuances and possible coordinated attacks were to be monitored, so the IP 

addresses were anonymized but hashed [27]. The outlier detection technique was used to eliminate 

abnormally large flows which lead to biases on clustering and machine learning algorithms. This 

preprocessing pipeline guaranteed that further data analyses, e.g., anomaly detection, correlation analysis, 

and mapping, could be performed with rid-of-garbage, quality content, and categorized data that favors 

clear observations. 

3.4 Tools and techniques of analysis  

The data visualization, machine learning, and descriptive statistics were used to corroborate the research 
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problem using Python, Excel, and Tableau. To preprocess data, Python libraries like Pandas and NumPy 

were applied to that end in the domain of structuring and handling huge amounts of NetFlow records. 

Tableau and Matplotlib were applied to visualize interactive dashboards, line charts, heatmaps, and bar 

graphs indicating the volumes of attacks, the trend of source IPs, protocol usage, and threats distributed in 

cities [28]. Regarding predictive analytics, the Isolation Forest algorithm was used to perform unsupervised 

anomaly detection since this algorithm was efficient in the processing of large-dimensional datasets. Also, 

Random Forest classifiers have been trained on labeled flows to forecast potential malicious business, 

which resulted in distinguishing dangerous behavior with high accuracy. Correlation analyses were 

performed in order to find a relation between flow volume and type of the protocol and geographic origin 

[29]. Seaborn used to visualize statistical relationships among various variables. This was tested to find the 

clustering methods to be used, such as K-means and DBSCAN, to group similar attack behaviors using 

flow characteristics. These tools could be combined to simultaneously allow both macro- and micro-level 

recognition of patterns and detection of anomalies. This method of analysis allowed a deeper insight into 

attack patterns, which would later be used to respond to incidents in real-time operations as opposed to the 

traditional cybersecurity methods. 

3.5 Model Implementation  

Various machine learning models were carried out to identify threats and categorize traffic that was 

suspicious based on Scikit-learn, in Python. Anomaly detection was done through the Isolation Forest 

algorithm, which is very useful in the detection of the rare isolated actions of a network. Layers of the flow 

characteristics like packet size, packet duration, and type of protocol were used to train this model [30]. 

Model identified anomalies were plotted against both time and geographic source so as to identify regional 

risk exposures., Random Forest classifier was used as a supervised classification model. The labeling of the 

dataset was done based on deduced patterns of the attack by using known SSH based brute-force attack 

patterns and protocol violating actions. Recursive feature elimination was also used as a feature selection 

method to keep only highly informative variables including the byte count, protocols, and source IP 

frequency. To train a Random Forest model, 80% of the data was used and the rest 20% used as test data 

reaching the test accuracy of over 94%. The confusion matrices, precision-recall measures, and ROC plots 

were used to check the validity of the model robustness. The results of such models were further factored 

in visualization codes pointing out abnormal spikes and possible attack flurries. These applications not only 

entailed real-time warning but also past analysis, which fortified the entire incident response structure. 

3.6 Evaluation Strategy  

Findings were considered both qualitative, that is, through visualization insights and quantitative, that is, 

model performance measures in an evaluation of findings [31]. The Isolation Forest and Random Forest 

results were compared in terms of predictive models using a series of metrics, i.e., accuracy, recall, F1-

score, and confusion matrix analysis. Specifically, precision and recall played an essential role in forming 

judgments about reducing false positives and false negatives of the classification model. Line plot and 

moving average methods were used to analyze time-based patterns to identify regularities or peculiarities in 

the activity of cyberattacks. Statistical congruency and regional consistency were performed to test the 

reliability of the visual products (Figures 1-7). Also, inter-protocols measures could be cross-validated with 

the trend in distribution of protocols so that any behavior anomalies could be well captured in the models. 

The hypothesis on the geography-based threat variance was justified using comparative regional analytics. 

The visualization layers were tested on transparency, the correctness of the data and to make real-time 

security decisions. Also, conclusions were compared to well-known patterns of cyberattacks that were open 

in threat intelligence feeds. It was a two-level assessment, including statistical and operational, which 

confirmed the validity and feasibility of the investigation findings that would be effective in practice. 
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4. Architecture of Data-Driven Cybersecurity System proposed  

This paper will use layered cybersecurity architecture supported by business analytics to respond to the 

emerging complexity of threats in the cyber space and advance response capabilities [32]. Its architecture 

consists of five blended layers with each playing important roles in an ecosystem of data-driven 

cybersecurity. 

 

 

4.1 Layer Network & Host Infrastructure  

This base represents the point of entry of data collection and danger tracking. It has geo-distributed cloud 

servers that have been set up as honeypots in different cities like Frankfurt, Bangalore, and New York. 
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Such servers appear as vulnerable environments in exchange to draw the attention of attackers and to 

gather logs on malicious attacks. Perimeter defense is implemented with firewalls, Intrusion 

Detection/Prevention Systems (IDS/IPS) and proxy servers are enforced to detect bad traffic. The log of 

flows of TCP/UDP and ICMP protocols is applied to trace the behavior and trend of interactions on the net. 

This level is the provision of raw data streams needed in analytics that will subsequently be analyzed to 

trace incidents. It can be considered a monitoring system, a data gathering base of higher levels of the 

architecture [33]. This layer aids in the situation of learning geographical variation in cyber threat and 

increases readiness by being localized by positioning honeypots in various geographical areas. Any data 

that is gathered here is forwarded to the upstream server where this information is further analyzed, and is a 

key element towards the establishment of a real time, region proactive cybersecurity architecture. 

4.2 Security Monitoring  

The second layer pays attention to the real-time monitoring of the threat data and the launch of the 

preferred automated or manual response. A Security Information and Event Management (SIEM) 

amalgamates the logs in the network infrastructure and analyzes events by rule-based or machine learning-

based engines. It is interfaced with international cybersecurity standards like MITRE ATT&CK and NIST 

Incident Response (IR), where there will be uniformity in the techniques used in identifying threats, 

containing them and recovery. Incident ticketing platforms and automated alert systems are also integrated 

to simplify the triage of the process. Such abilities enable cybersecurity teams to act more promptly and 

accurately to the emerging threats [34]. This layer is to make sure that anomalies or patterns that are 

tremendous are quickly promoted to operating teams to get a hold of them. Practically, this entails that a 

new wave of ICMP traffic or atypical combination of protocols such as UDT, with SCTP) produces alerts 

that are recorded, prioritized, and monitored to be eliminated. In the end, this layer is the digital immune 

system of the organization, which monitors, diagnoses, and causes protective measures in response to 

analytical perception. 

4.3 Processing and data collection layer  

The third layer gathers and cleanses unprocessed information that goes into the analytics pipeline. It 

employs the use of packet sniffing and traffic interception tools like the Wireshark, the tcpdump and Argus 

to monitor and record all inbound and outbound traffic around the honeypot nodes. Depending on whether 

it is structured or not and whether it contains noise or not, the raw data is subsequently cleaned, labeled, 

and normalized through ETL (Extract, Transform, Load) processes. This is done by applying python 

libraries like the Pandas and NumPy libraries which assist in organizing the data so it is easy to be 

analyzed. The preprocessing process is critical to have integrity and consistency of the datasets to be used 

in analytical modeling. As an example, repeated IPs, bad packets, or unfinished sessions are thrown out or 

marked to be reviewed. This layer allows high-quality data by making the downstream machine learning 

models receive high-quality input by organizing the data efficiently [35]. It serves as an intermediary 

junction between collection and intelligence and ensures the data hygiene to ensure threat detection and 

classification with high reliability and accuracy. The datasets so processed are then provided to the layer of 

analytics so that the high-order behavioral modeling and estimates can be performed and correlation can 

take place. 

4.4 Detection Layer & Data Analytics Layer  

It is the analytical depth of the architecture. It uses high-level, modern methods including machine 

learning, anomaly detection, and clustering to discover the trends, which could be related to cyber threats. 

Trending is implemented to follow the changes in the attacks during the time to identify delayed or long-

term threats. Here tools such as Scikit-learn, Kera’s, and TensorFlow may be used to prepare models that 

identify protocol suspicion or geographical attack patterns. In addition, the correlation engines associate 
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different attributes including the source IPs, target regions, used protocols, and duration of attacks to give 

more insights on the behavior of the attacks. To take an example, when the honeypot in Frankfurt receives 

many UDT and ICMP packets but within a small IP scope, the correlation analytics could report it as 

synchronized probing [36]. The layer processes raw measurements and converts them into actionable 

intelligence that may be used to update policy, block operations automatically or directly through human 

interaction. It makes sure that even low-and-slow attacks and otherwise obscure threats do not go 

unnoticed, increases the accuracy of incident detection processes overall in the cybersecurity pipeline. 

4.5 Business Intelligence Layer  

The most top in the architecture is a Business Intelligence (BI) Layer that converts technical data into 

business knowledge ready to implement. The executive dashboards are developed using such programs as 

Tableau or Power BI to illustrate the statistics of threats, the levels of risk, anomalies in protocol and 

activity associated with certain regions. KPIs, Heatmaps, and drill-down analytics contribute to decision-

makers being able to monitor the health of organizational security in real-time. An example is having a 

sharp increment in TCP flows in Europe that can cause notifications and initiate prompt investigation. This 

layer facilitates prioritization of risk whereby severity levels and probabilities are assigned to incidents 

based on historical and real time data [37]. It also helps in the process of planning strategy by analyzing 

current trends over the long run and forecasting. Through the consolidation of all lower echelons of data, 

the BI layer removes the siloed aspect that has been living in the IT department and takes the issue of 

cybersecurity to the board level decision making. It enables CISOs and other risk managers to properly 

rationalize investments, renew security design, and spread-out cybersecurity targets to the general business 

needs. Fundamentally, this layer ensures that cybersecurity analytics can be perceived and become 

effective by non-technical stakeholders. 

5. Result 

The Hornet 15 data analysis demonstrated some regional differences in the pattern of cyberattacks where 

the use and the source IP diversity are the highest in Frankfurt and Bangalore locations [38]. Isolation 

Forest worked well on identifying suspicious flows, whereas the Random Forest classifier demonstrated 

more than 94% accuracy on predicting malicious activity on the data. Visualization of data which consisted 

of geospatial maps, heatmaps and protocol-specific flow charts threw light on the trends of TCP, UDT, and 

ICMP use in the various cities. These observations emphasize the importance of geo-distributed analytics 

and protocol behavior in the context of threat detection in real-time and incident response practices in the 

context of cybersecurity infrastructure. 
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5.1 Geographical Breakdown of the Amount of Network Traffic 

 

Figure 1: This diagram represents to the Total Bytes across regions 

Figure 1 presents a comparative discussion of the total number of the network traffic (in bytes) received in 

different world regions as detected by the honeypots spread out geographically that is available in the 

Hornet 15 dataset. The horizontal bar chart indicates the liaison of severe differences in volume of data sent 

to honeypots in various locations. The most active place is Europe, whose honeypot node received more 

than 2.1 billion bytes, which is significantly more than other regions. A different European honeypot 

reported on an impressive amount of data as well, more than 1.3 billion bytes, which implies a repetitive 

and sustained focus on European cyber infrastructures. North American honeypots on the other hand 

reported significantly low volumes with each generating less than 300 million bytes which is indicative of a 

comparatively low attack footprint in these regions during the period of observation. The honeypot that was 

in India (under the regions of Asia) was subjected to less than 500 million bytes which indicates that there 

was moderate traffic as compared to the concentrated traffic in Europe. The trends that can be observed on 

this chart indicate that some of the geographic nodes, mostly nodes in Europe, are exposed to greater and 

broader ranged network-based risks. This supplements the argument that cyber-attack targeting can be 

subject to regional changes depending on the digital infrastructure density, political mood, or economic 

superiority. As far as business analytics is concerned, the number highlights the utility of visual exploratory 

analysis in determining the weaknesses at the regional level and shaping the local approach towards 

cybersecurity. The implications of these are critical to this process, including monitoring resource 

allocation, threat detection frameworks optimization, and incident response guidelines that are sensitive to 

local risk differences. 
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5.2 Comparative analysis on Packet Volume Around Cities in the globe  

 

Figure 2: This Image demonstrates the Total Packets in Several Cities 

Figure 2 is a comparison bar chart of the total number of packets that was received by honeypots in eight 

cities namely Amsterdam, Bangalore, Frankfurt, London, New York, San Francisco, Singapore, and 

Toronto. The chart indicates that Frankfurt had the largest amount of packet flooding with over a million 

packets and this is almost two times more than observed in Amsterdam, which is ranked second with 

780,333 packets. This is a strong indicator that Frankfurt was one of the most targeted areas at the time of 

data collection as this could have been occasioned by its popularity as a hub of digital activity in Europe. 

Other cities that showed a relatively high but not highest traffic volume include Bangalore, London, New 

York, and Toronto that had 300,000 to 400,000 packets, which is an average but comparatively low traffic 

volume that depicts a relatively consistent but not considerable level of attacks. The amount of possibly 

malicious connections was least in San Francisco, i.e., 2,61,307, and New York and Singapore took the 

next positions. The topology in terms of packet distribution as considered in different cities exhibits 

specific geolocation-related threat levels. Many packets can indicate smaller attempts at scanning or 

constant attempts at an intrusion. Business analytically packet counts something that would have a hint 

very early of the magnitude and the intensity of the attack. An investigation of these traffic patterns will 

assist cybersecurity groups to understand which areas or endpoints are a higher priority in terms of further 

inspection or additional protective steps [39]. The insight can be used towards the greater goal of 

establishing proactive, location-aware cybersecurity strategies. On viewing and measuring the packet 

exchanged, analysts will see the unusual surge of traffic, detection of hot zones with ill motive, and a real-

time analysis in the dashboard of threats. 
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5.3 Geographic Based Source IP Diversity Analysis  

 

Figure 3: this picture illustrates to the Total Unique Source IPs in Multiple Cities 

Figure 3 demonstrates the number of different source IP addresses which address honeypots located in 

eight largest cities all over the world: Amsterdam, Bangalore, Frankfurt, London, New York, San 

Francisco, Singapore, and Toronto. This parameter is one of the key indicators of the number of threat 

actors and their geographical distribution. The analysis has shown that the source outer IP diversity was 

highest in Frankfurt, and it received nearly 40,000 different IP addresses, so it is potentially the most 

widespread and distributed probing/attack activity. It coincides with the earlier results that show Frankfurt 

as one of the high-threat zones in relation to both packets and data bytes. The counts of source IPs were 

also high at Bangalore and Singapore with more than 30,000 and 32,000 respectively and may indicate 

directed scanning by botnets or long-running reconnaissance activity. Amsterdam, San Francisco, and New 

York on the contrary had the least IP diversity with less than 25,000 actual addresses. Such areas can face 

smaller and more focused campaigns of attack. The difference of the number of unique IPs indicates 

significant implications when it comes to risk assessment risk mitigation. An increased distribution of 

source IPs is generally an indication of wider exposure to global threats a possibility of the region being a 

proving ground of automated or distributed assaults. To a business analytics, it is possible to utilize such 

data to plot the density and frequency of threat origination thus allowing organizations to customize its 

intrusion detection rules, firewalls configurations, geofencing strategies [40]. This visual representation of 

the patterns facilitates better understanding of the threat intelligence, which makes geographically 

dispersed infrastructures more proactive in responding to incidents. 
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5.4 Honeycomb Locational Analyzers of Total Network Flows  

 

Figure 4: This Image illustrate to the the distribution of summative network flows observed 

Figure 4 indicates the distribution of summative network flows observed at eight unique honeypot sensors 

known as Honeypot-Cloud-DigitalOcean-Geo-1 to Geo-8. The honeypots were thus placed in various 

geographical locations to mirror bidirectional NetFlow traffic during a duration of seven days in order to 

give an overall picture about the activity of cyberattacks in a given region. Geo-3 amounted to the greatest 

number of flows ever at a count of over 1.1 million compared to all the other sensors and hence an 

extremely large proportion of total traffic examined. The rest of the honeypots recorded considerably less 

traffic, varying around to about 100,000 to 200,000 number of flows with a balanced number of flows 

roughly the same. This contrast shows a cluster of cyber traffic in the area associated with Geo-3 and 

presents either a larger presence of bad traffic or a focused set of attack traffic perpetrated to the 

geographic region. This level of focus is important in discovering geographic centers of vulnerability or 

improperly configured network sections that may be at a greater risk of exploitation. Its variance between 

honeypots implies more than varying attack rates but also a possibly varying attacker strategy based on 

regional behavior or asset value. Business analytics-wise, the visualization can be used to support real-time 

threat intelligence by providing a handy tolerance comparison of traffic load that can be used to attribute 

resources and priorities incident response. The insight can raise the situational awareness at security 

operation centers (SOCs), by allowing the latter to identify abnormal spiking in the flow volume in time. 

Incorporating such measurements with any kind of predictive modeling can help the proactive realization 

of infected areas before the threats scale up [41]. The finding supports the applicability of distributed 

honeypot systems coupled with using analytics in evaluation to make cyber risk management 

geographically awareness-based and able to detect abnormal traffic. 
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5.5 UDT, SCTP Protocols Flows Analysis  

 

Figure 5: This Image demonstrate on correlation between SCTP flows and UDT flows 

Figure 5 is a scatter plot depicting the correlation between SCTP (Stream Control Transmission Protocol) 

flows and UDT (UDP-based Data Transfer Protocol) flows, which were found in the Hornet 15 dataset. 

The chart covers discrete data sets, where the x-axis depicts the number of SCTP flows and the y-axis 

shows the corresponding number of UDT flows on several honeypot sensors. That is why the occurrence in 

the stream of network traffic of non-standard protocols, in particular, actions of cyberattacks, stands out 

among them to a certain extent, as shown in this visualization. The scatter seems to be at and around the 

value of the SCTP at 2 and UDT flows between 0 and 13. One notable outlier shows high count (13) of 

UDT flows whereas the SCTP flows are constant (2). Most other data points have small UDT traffic 

despite the number of similar SCTP traffic, and only one data point can be mapped to a larger SCTP traffic 

(3), but it returns minimal UDT traffic. It implies that the UDT flows do not linearly depend on SCTP 

flows so that the UDT traffic may be an indication of certain anomalies or malicious payload delivery 

mechanisms but not a standard network behavior. Since UDT and SCTP are less wide-spread protocols, 

their presence is usually attached to evasive or otherwise non-standard attack vectors, especially in contexts 

where other ports and services have been monitored or restricted. Cybersecurity analytics perspective in the 

case of sophisticated intrusion efforts that involve either tunneling or exfiltrating data, observation of 

spikes or unusual occurrences in such protocols may be the first indication of an intrusion. This analysis 

strengthens the necessity of constant surveillance over low-frequency protocol traffic that despite the 

scarcity can reflect high-level activity of threat. Incorporating these insights into the models of detecting 

threats facilitates responsive interactions to incidents happening and advanced visibility into stealth-based 

attack strategies in the contemporary cybersecurity systems. 

 

 

 

 

 



AJEBM, Vol. 6, No. 8, Aug 2023 
 

 
 

220 

ISSN 2576-5973 (online), Published by “Global Research Network LLC" 
under Volume: 6 Issue: 8 in Aug-2023 https://globalresearchnetwork.us/index.php/ajebm 

Copyright (c) 2023 Author (s). This is an open-access article distributed under the terms of 
Creative Commons Attribution License (CC BY).To view a copy of this license, 

visit https://creativecommons.org/licenses/by/4.0/ 

 

 

5.6 Distribution of TCP Flows by region  

 

Figure 6: This image represents to the Distribution of TCP Flows by region 

Figure 6 shows a comparative bar graph that is used to present TCP (Transmission Control Protocol) flows 

in different regions around the world such as Europe, India, North America, and Asia. The number 

provides a hint into the amount, level of traffic and geographical concentration of TCP traffic which are 

critical determinants of identifying base line communication patterns and anomalies as evidence of the 

presence of cyber risks. Based on the chart, it could be seen that Europe is leading in TCP traffic with three 

entries signifying significantly high value in a range of about 120,000 to 135,000 flows. India too has a 

similar volume of TCP activity hinting at its growing importance as a location of infrastructure it being a 

possible target of interactions in cyberspace. The North America bar represented in three bars is variable 

and one of them reaches up to almost 135,000 flows, whereas the other two bars are lower than 100,000. 

Such variability may be explained by the difference in diversified attack surfaces and different distribution 

of the honeypot configuration in North American locations. Curiously enough, the TCP flow numbers in 

Asia are quite moderate, standing around 115,000, which reflects relatively stable but somewhat weaker 

interaction intensity. Such flow counts are a strong indication that Europe and North America are more 

busy regions perhaps because of higher density of servers, more alluring digital resources, or a testbed of 

common threats actors. TCP flow analysis will play a fundamental part in cybersecurity monitoring since 

TCP is the basic protocol and most services that run across the internet [41]. Abrupt peaks or 

uncharacteristically high traffic of certain areas might be one of the initial signs of brute force attacks, viral 

spreading, or data leakage. Learning the regional traffic pattern will also benefit the prioritization of 

monitoring procedures, countermeasures applicable to the region, and designing strategies of fighting 

incidents respectively. Such deep data insights can be utilized in a data-driven cyber security framework to 

enable geo-aware threat modeling and help organizations mobilize resources and reinforce their defense 

mechanisms in locations where there is an increased or suspicious TCP activity. 
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5.7 ICMP Distribution of Traffic between cities around the world  

 

Figure 7: This Image illustrate to the ICMP Distribution of Traffic between cities around the world 

The flow of ICMP (Internet Control Message Protocol) between the eight major cities across the globe as 

shown in figure 7 is shown with a cumulative percentage line to show the relative contribution. ICMP 

traffic can be utilized to diagnose and control (ping and traceroute protocols, etc.), however, it can also be 

utilized by threat actors in the context of reconnaissance, so its analysis is pivotal within a cybersecurity 

domain. Bangalore records maximum data volumes of ICMP traffic packets and they are above 13, 000 

flows, which means a very high rate of diagnostic or probing. This could have been caused by high traffic 

on the network, or scans or could be a regional data center. The top 10 flow sources and receivers include 

Frankfurt and Amsterdam which have followed with roughly 10,000 and 8,500 flows respectively, with 

high levels of ICMP traffic that may indicate the target of high interest or hub destinations in the networks. 

Such cities as San Francisco, London, and Toronto appear to have mid-range flow counts with the range of 

6,500 to 7,000, though this may be indicative of more controlled ICMP traffic, or honeypot settings. In the 

meantime, New York and Singapore are only able to boast less than 4,000 flows that may be attributed to 

the more rigid firewall policies or to the less significant scanning exposure. Over screening the cumulative 

percentage line gives a Pareto-like pattern where a few numbers of cities (top three) are the source of a 

disproportionate amount of ICMP traffic. This is based on the 80/20 rule which occurs in the occurrence of 

cybersecurity events and which necessitates specific monitoring in high-flow cities. ICMP flow data allows 

rapid detection of threats, especially of scanning activity, DoS precursor or unsanctioned diagnostic access. 

Business analytics may assist in the correlation of these flows with other protocol activities or time-based 

departures, and react to incidents, more quickly and precisely in infrastructures with significant 

geographical divergence. 
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6. Dataset 

6.1 Screenshot of dataset 

 

6.2 Dataset Overview 

The data used in this study is the Hornet 15: Network Dataset of Geographically Placed Honeypots, which 

is designed to examine the geographical effects of cyberattacks by implementing the same cloud-based 

honeypots in eight of the biggest cities across the globe. The honeypots were in Amsterdam, London, 

Frankfurt, San Francisco, New York, Singapore, Toronto, and Bangalore, and were live over a time span of 

seven days in April May 2021. All servers had been set up identically, with either one SSH service per 

each server and only on a non-standard port in total, which in turn, allowed to assume a high degree of 

certainty that all incoming traffic could be assumed unsolicited and potentially malign. The Argus network 

monitoring tool made the collection of data easy with the data being recorded in two directions NetFlow 

data, three formats and kept as Argus binary files, NetFlow v5 in CSV, and extended NetFlow with 

additional metadata. The geographic instances (Geo-1 through Geo-8) were packaged into scenarios to 

offer fine details into the behavior of an attack region by region. Recorded metrics of interest will be Total 

Flows, Total Bytes, Total Packets, Total Unique Source IPs and protocol-specific activity (e.g. TCP, UDP, 

ICMP). The dataset showed a high gap in the level of traffic and bad actions between regions. As an 

example, the geographical location of Frankfurt (Geo-3) experienced the best flow count (more than 1.18 

million), and Bangalore (Geo-2) produced the best results of unique source IPs (27,775). These differences 

indicate the potential role that region plays in how the attackers behave; perhaps because of local targeting, 

infrastructure density in a certain region, or just simply visibility in open-source intelligence. The structure 

of the dataset facilitates further analysis, during which the data might be imported into visualization tools 

and machine learning stacks [62]. The features allow deep analysis of protocols, mapping temporal trends, 

and anomaly detection, occurring based on the behavior. Hornet 15 dataset is available under a CCO 1.0 

Universal license; therefore, it can be freely used in the field of academia and research. It is highly 

comprehensive and geo-diverse and thus provides the perfect baseline in understanding how business 

analytics can help in the improvement of cybersecurity risk management and incident response strategies. 

7. Discussion and Analysis  

This study shows that business analytics-based data-driven methods play a significant role in enhancing the 

management of cybersecurity risks and incident response. The combination of visual dashboards, protocol 

analysis and geo-intelligence gives decision makers real-time threat intelligence [42]. The data on TCP, 

ICMP and flows by region and city show behavioral and geographical flow of attacks. Honey pots are 

important in gathering threat intelligence whereas analytics tools help in predictive modeling [43]. The 

findings indicate that encompassing machine learning, visualization, and comparative analytics contributes 
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to the early discovery, forensic precision, and resource efficiency, prevailing the strategic worth of business 

analytics in protecting the contemporary, long-lasting, and place-flexible cyber risks. 

7.1 Analysis of distribution of threats in the regions  

Cyber threats geographical distribution makes a critical contribution to risk management and proactive 

defense [44]. According to our findings, the biggest quantity of total bytes and TCP flows was noticed in 

Europe, which indicates an appreciable homogenization of malicious traffic. As Figure 1 presents the 

visualization graphically, the area covered large data exchanges further highlighting that the regular 

probing or targeted assaults were in process. Such unequal activity requires the presence of local security 

policies and high-powered geo-specific filtering. The information on the honeypots, those placed at 

different locations, confirm the fact that cyber attackers target only some geographies, and this may be due 

to server reputation, DNS exposure or geopolitical reasons. Such data collected will be easily segmented 

using business analytics tools such as Tableau, to enable the analysts to know the hot zoning and determine 

the chances of an attack [45]. Cyber security perspective Insight on the distribution can help in applying 

adaptive firewall policies, region-based threat information, and scalable and military honeypots 

deployment. With the help of the geospatial heatmaps and statistical comparison models, it is possible to 

determine regional behavior anomalies rather fast. The decision-makers may then deploy defenses 

accordingly to high-risk areas. Threat intelligence shared across regional platforms is also used in threat 

intelligence sharing networks that in turn improve collaboration across geographical boundaries [46]. 

Seeing how these cyberattacks are frequently configured according to the flaws in the regional 

infrastructure, it is very important to realize the spatial differences in the threat. Hence, cross-functional use 

of geographic insights in the analytics dashboards and SIEMs provides a means of geo-awareness in real-

time, with the ability to enhance defense posture in multinational enterprises. 

7.2 Attack behavior protocol-specific  

Profiling of protocol-level traffic provided interesting trends in detail. TCP was still the most popular 

protocol under hostile flows, as exhibited in Figure 6, and usually utilized as brute-force or port-scanning 

attacks. Interestingly, Figure 5 shows that there were some UDT and SCTP flows, and despite being little, 

they foreshadow unorthodox means of attack that are not caught by regular detection systems. In Figure 7, 

the ICMP analysis revealed high usage of the ICMP in the reconnaissance processes especially in such 

cities as Bangalore and Frankfurt. The differences between these protocols assist security groups to refine 

the IDS/IPS signatures and prioritize the packet inspection methodology founded on risk weight. 

Automatic abnormal detection of protocol combinations can be performed using advanced analytics, e.g. 

clustering and time-series anomaly detection in Python or Scikit-learn. Protocol-based segmentation of 

flows does not only increase detection fidelity, but can also lead to more effective forensic reconstruction. 

Analytics is essential to adaptive protection at the protocol level because they help spot abuse trends in 

protocols to guide the generation of adaptive rules in SIEM platforms. A dashboard that contains protocol-

based volumetrics and source behavior over time will help understand whether protocols are being abused 

to launch a denial-of-service attack, tunneling, or covert scanning. Behavioral baselines added to 

continuous monitoring of protocol behavior can enable organizations to discover zero-day use patterns 

[46]. Through this manner, business analytics improves the threat hunting performance by focusing the 

suspicious protocol trend, and automation of incident elevating practices. 

7.3 Geo-intelligence and Honeypot Effectiveness  

The organizational significance of Digital Ocean Geo honeypots is emphasized by the data collected 

(Figure 4). Geo-3 registered more than a million flows, which means a weakly indexed server or an attack 

against a malicious actor. The fact that the honeypot activity varies depending on the geographic area 

where it is set up means that their preference in attacks and information gathering strategies can be 
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understood in real-time [47]. Cybersecurity dashboards and heatmaps known as business analytics tools 

help to correlate the honeypot engagement to threat severity. This degree of awareness can be used to give 

inputs to rebalancing of honeypots placement and resource distribution. Predictive analytics can be used to 

calculate the possibility of the next attack appearing to improve proactive defense by identifying when and 

where the next attack may be. the data on honeypots can be used to complement wider security models 

such as MITRE ATT&CK where this information can be used to enhance contextualization of TTP (tactics, 

techniques, procedures) mapping. Alerts are not the only service that honeypots provide, it is a data rich 

environment where the behavior of malware, IP range of the attackers, and served services can be studied. 

The visualization of honeypot data with Tableau or Power BI can be used to justify the daily briefings and 

day-to-day operations [48]. The inclusion of geo-intelligence also helps in bringing clarity into trends to 

understand the origin of attackers that provide inputs in terms of threat classification and geo-fencing. 

Accordingly, by adding analytics, honeypots become not only active but living intelligence sources that 

help to learn without abandoning and develop defensive measures in advance. 

7.4 Trend in Packet and Source IPs support Cities  

Attack surface exposure is represented by the packet volume and destination IPs and source IPs unusual to 

the city in specific. The dominance in and uniqueness of the source IPs (Figures 2 and 3) by use of packets 

pertaining to Frankfurt point at the targeted interest within a wide variety of attack source origins [49]. 

When strung up together with business analytics platforms, such statistics exploit the reason behind the 

threats i.e. whether it is botnets, spoofed addresses or coordinated attacks. Popular entry points also are 

evident, in turn, because packets are high in Amsterdam and Bangalore mast boards, perhaps because of 

concentrations of data centers or common corporate popularity. The use of dashboards to filter and view 

through IP, region and time can reveal sneaky DDoS or port scan attempts. Also, when the behavior of IP 

is related to the size of packet and protocol, fruitful behavioral patterns can be obtained. The geo-packet-IP 

triangular provides a complete picture of the dynamics of the attack to assist CISOs in making the most 

sensitive parts of their defenses a priority. This can be fed as inputs to predictive analytics which will warn 

of future bursts with inputs considered before. The process of visualization is used when we have to 

classify the IP into the cluster of trusted and malicious behavior through unsupervised learning [50]. 

Integrating source distribution and packet volume analytics, companies will be able to apply multilayered 

defenses and proactively devise and deploy city-specific monitoring strategies. 

7.5 Flow Relationships in Behavioral Analytics  

Behavioral modeling showed abnormal patterns in both directions of flow, of course, related to protocol 

matches (such as UDT vs. SCTP) in particular (Figure 5). These protocols are not as actively tracked but 

due to their occasional large numbers we can assume that these protocols might indicate target scanning or 

tailored payload delivery mechanisms [51]. These anomalies can be identified before they occur by using 

business analytics to establish flow correlation models. Such tools as Pandas of Python and time-window 

aggregation can be used to determine low-frequency high-risk behaviors. As an example, a sharp increase 

in UDT with a TCP steady can be an indication of a covert exfiltration operation. Behavioral analytics help 

also in profiling normal and suspicious baselines of traffic. Making models of these rare events using 

machine learning algorithms like Isolation Forest or One-Class SVM is effective. Through sliding window 

comparisons, deviation scoring and correlation over time, analysts can track early indicators of compromise 

(IoCs) that are attributed to advanced persistent threats (APTs). Such analysis can reinforce real-time 

warning enhance the accuracy of the incident investigations [52]. Longitudinal analysis of the flow 

relationships gives us the information about attacker persistence, session intervals, and entry-exit intervals. 

Analytics-backed behavioral flow analysis, therefore, plays an imperative role to detect low but high-

impact threats and be able to base swift response actions. 
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7.6 A Comparative Analytics of City vs. Region-based Threats  

The multi-level layout of the intensity of the threat is presented when comparing the data of the individual 

cities with data covering regions (Figures 1, 2, 3, and 6). Although region-based statistics provide a general 

picture of the attack tendencies, the city-based analysis provides focused information. For example, the city 

of Frankfurt contains more packet and source IPs than the aggregate TCP flows of Europe(region), which 

proposes compact local hubs. The business analytics enable security leaders to add some context to these 

layers, overlapping information about the demographic, economic, or the infrastructure to provide even 

greater threat insights. Comparative analytics assists in optimizing what level of granularity should be 

conducted in response mechanisms [53]. The information at city level can be used to respond locally like 

blocking the ports on the edge nodes, and regional trends can be used to implement macro-level actions 

such as modifying routing paths via BGP or specific country-level threat hunting. Such tools as Tableau 

allow charting such multi-leveled data and make the task of decision-makers easier when managing 

cybersecurity budgets. The comparison between the threats in cities and regions can be implemented by 

applying side-by-side statistical models, i.e., plots of boxes or moving averages [54]. similarities of IP 

ranges with high traffic on both scopes provide useful feedback to coordinate the defense. Therefore, cross-

correlation of analytics based on geographic levels advances prowess of both approaches and tactics and 

enacts trans-jurisdictional funneling of menace. 

8. Future Work 

The future of research in the context of data-driven cybersecurity has a great potential to develop predictive 

and adaptive capacities of security systems, and autonomous ones [55]. An interesting way forward would 

be to combine real-time simming of analytics and threat detection engines together enabling a continuous 

monitoring of live traffic and flagging of anomalies in real-time without having to batch-process and look 

at historic data. Better time-series forecasts on cyberattack behavior and detection of more subtle time-

series anomalies might be achieved by incorporation of deep learning neural networks, such as LSTM 

(Long Short-Term Memory and autoencoders [55]. The honeypot infrastructures should be extended with 

multi-service and decoy networks such as simulating IoT devices or financial systems to make such 

networks more data-rich and emulate more threats. Cross-layer correlation at the endpoint is another area 

that could be improved upon since, in the future, we should add endpoint behavior, user identity 

information, and external threat intelligence feeds to a single analytics pipeline, thus making the threat 

landscape more context-sensitive [56]. One more vulnerable zone is the formation of explainable AI (XAI) 

frameworks in the sphere of cyber security analytics that can assist the security analyst to investigate the 

provided model decision, correct false positives, enhance trust, and security to use it. FRL may be 

employed to avoid centralization of sensitive security data during analysis using a privacy preserving 

machine learning algorithm that is both more compliant and scalable [57]. Using geospatial intelligence 

can be used to model attacker sources geography through countries by incorporating advanced attacker 

geospatial intelligence into geopolitical contexts to help to define more super-resilient region-specific 

defenses. Detecting low data may be also enhanced by embracing synthetic data generation in training 

models on rare cyber incidents, like a zero-day attack, or country-level malicious activity [58]. On the 

corporate level, the possible future activities would be related to introducing automated incident response 

workflows that are tightly coupled with business intelligence environments, and with which the threat 

reports can automatically initiate policy updates, system isolation, or escalation procedures. wider use of 

blockchain-backed audit trails and decentralized systems of security intelligence sharing can help engender 

more open and collaborative ecosystems in the management of threats. detailed benchmarking surveys 

establishing the performance of various analytics models, tools, and visualization tools in a variety of 

threats scenarios, and network settings would provide standardized advice that may be adopted in 

enterprise system implementations [59]. intelligent, adaptive, and explainable cybersecurity systems, which 

are not only technical but also operational in the context of a changing business environment and evolving 
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digital threats, should be a future work aim of its own.  

9. Conclusion  

This study has addressed the usage of business analytics as a tool of strategy in the improvement of 

cybersecurity risk management and incident response [60]. The study based on the Hornet 15 dataset that 

consisted of geo-distributed honeypot network traffic gave an insight into network attack behavior of 

various regions, as the study had a wide range of data. Carrying out analysis using Python, Excel, and 

Kaggle-based infrastructures, vital indications were obtained with respect to the NetFlow data as attack 

count, protocol-level abnormalities, and source IP variety. Using descriptive analytics, anomaly detection 

algorithms (Isolation Forest) and predictive models it was able to identify the malicious traffic with 

classification accuracy of above 94 percent. The findings indicate that there are major local differences in 

the level of threats, with urban areas (Frankfurt and Bangalore) becoming a high-risk area. Also, patterns of 

abuse per specific protocol have been identified and it has been found that even the most popularly ignored 

protocols like UDT and SCTP have been subject to abuse. Such results highlight the need for dynamic and 

location-based cybersecurity policies. The postulated business analytics-based architecture emphasizes the 

role of combining dashboards of visualizations, machine learning, and real-time monitoring in a single 

cybersecurity framework. These tools increased situational awareness and enabled the decision-making 

process among security teams through the implementation of dashboards/geospatial mappings [61]. The 

use and response to the honeypots established its usefulness as passive monitors, essentially, but going 

further, as an aid in geo-intelligence and pattern recognition of behaviors. In this study, it is emphasized 

that data-driven approaches play a crucial part in cybersecurity. Business analytics provide the prospects to 

convert network data into actionable information and make it more precise, agile, and responsive, enhance 

the resilience of the respective organization. With the threats increasingly becoming more sophisticated and 

broad-based, the inclusion of analytics into the security operations will continue to be the key aspect in 

realizing a sturdy and offensive defense mechanism. This conclusion can be used as the background to 

subsequent studies of scalable, adaptive, and intelligent cybersecurity that has been optimized on data-

centric principles. 
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