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Abstract: As cybersecurity attacks get more advanced and are delivered from more distant
sources, perimeter-based security is not enough for hybrid cloud environments. Because of the
increasing complexity and sharing of IT systems, traditional controls placed at a company’s edges do
not work well in hybrid cloud setups. As a result, Zero-Trust Access Control Systems (ZTACS) have
become a key solution, working by assuming nothing and always verifying identity. This work studies
how to use Al in Zero Trust frameworks to make access control, detect abnormalities, and ensure
policies are properly enforced in the ever-changing cloud environment. The Hornet 40: The research
uses the Network Dataset of Geographically Placed Honeypots as its main evidence and data. In this
dataset, information collected using 40 honeypots scattered around the world is used to spot malicious
behavior and attempts at unauthorized access. Using the dataset, Random Forest, Isolation Forest,
and Autoencoders help model patterns of behavior, find anomalies, and determine how risky user
access is in real time. The analysis reveals that using Al with ZTACS helps to spot unusual access
behaviors more quickly and with fewer false alarms than other approaches. Using dynamic trust
scoring and behavior-based authentication leads to improved accuracy in making access choices that
do not slow down operations in a hybrid cloud environment. It also points out some major challenges
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when using Al for security, including unbalanced sets of threats, difficulties in understanding how
models work, and ensuring that data is protected. This work provides information on the technical
benefits of Al-driven Zero Trust systems in facing cyber threats in distributed environments. These
findings encourage developing access control systems that are automated, scalable, and use artificial
intelligence to meet the needs of current cloud security. Uniting Zero Trust principles with Al could be
the future of company cybersecurity.

Keywords: Zero Trust Architecture (ZTA), Al-Powered Access Control, Hybrid Cloud Security,
Network Anomaly Detection, Honeypot-Based Threat Analysis and Cybersecurity Automation.

1. Introduction
1.1 Background

The rise of digital transformation is encouraging different businesses to use hybrid cloud, which is
made up of on-site hardware and both private and public cloud services. While a mix of on-premises
and cloud platforms ensures that more can be done flexibly and cost-effectively, it comes with new
challenges regarding security that classic models can’t handle. Because hackers now use a wide range
of techniques, including those from within an organization, access control methods must be updated
for any organization with distributed computing [1]. Once-useful perimeter security is not as good at
handling advanced threats that can enter a system from within and easily use assumed trust. For these
organizations, the combination of decentralized data centers, changing workloads, and routine use of
third-party services makes it necessary to often verify who is accessing the system, the security of the
device, and the reason for access. Because work is now done from many places and on different
devices, the network boundary no longer exists, which means old security policies don’t work. As a
result of these changes, it is now important to have smart, aware, and action-focused security
approaches that can respond instantly in different situations [2]. As cyber attackers start using
automation and Al to beat existing defenses, security must advance as well by using advanced
detection, analytics, and flexible controls. When supported by Al, Zero Trust Architecture (ZTA)
introduces a new approach to cybersecurity, allowing for flexible and risk-based access control as the
security situation in hybrid cloud environments changes [3]. This research focuses on how Al enables
ZTACS to work well, pointing out that standing up to threats in real-time and supporting security over
extensive global networks is key. The use of machine learning on honeypot data offers useful
information on recent threats and how Al can help tackle them.

1.2 Explain the meaning of Zero Trust (ZTA) and Hybrid Cloud Environments

ZTA stands for Zero Trust Architecture, which is based on the belief of “never trust, always verify.”
Instead of believing everything inside the network is trustworthy, as traditional security does, ZTA
considers that both the internal and external networks might get compromised [4]. All permission
requests are checked at every stage using information about the user, their device, their current
location, and typical behavior. In this way, ZTA aims to minimize the exposure of a system by using
strict policies, requiring repeated logins, restricting access, and dividing network resources. Zero Trust
approach depends on various tools like MFA, 1AM, behavioral analytics, and segmenting the network.
Rather, hybrid cloud involves running IT systems on-site as well as in public and private clouds so that
businesses can make use of the benefits of each deployment option [5]. While hybrid clouds are
flexible, cost-effective, and scale well, their dispersed and shifting architecture introduces distinct
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security issues. Resources and users can be in many different places and systems, which makes it hard
to keep everything secure, clear to see, and in line with all the rules. By adopting Zero Trust with
hybrid clouds, security decisions are guided by current risks and factors, and not just on previously
established identity or where the user is located. When it is put into place right, ZTA ensures all parts
of a hybrid infrastructure have the same security rules, no matter if they are on-site or in the cloud.
ZTA plus hybrid cloud brings a forward-thinking way to handle security by addressing the recent
problems of identity, trust, and control in IT environments [6]. This paper looks at how Zero Trust and
Al can bring together intelligent, adaptive, and scalable methods for managing access in hybrid cloud
systems.

1.3 Describe the Constraints of Using Network Perimeters for Security Measures

Traditional security models for networks assume that all external factors are threats, and everything
within the network is completely trusted. Firewalls, VPNs, and IDS systems are key tools that help
protect the internal network through a ring of security [7]. Recent advancements in IT, such as more
cloud-based services, have rendered these models less reliable. There are more holes in the perimeter
today due to the increasing use of cloud, mobile devices, remote work, and third-party software.
Attackers can easily move laterally inside the network once they have broken through the outer
security, since their movement is rarely detected. These kinds of models don’t consider that insider
threats are a significant risk because they come from trusted sources [8]. Static access policies do not
respond to new user actions or situation changes, leaving companies more at risk of having their
credentials stolen or misused. The fact that authentication does not always happen in the same way and
decisions are not based on the environment prevents the model from handling today’s most significant
attacks, such as zero-day attacks, phishing attacks, and the threat of ransomware [9]. One more
challenge is that in a hybrid cloud, the data and applications are spread across various platforms,
causing challenges for old systems. Security policies cannot be easily maintained and kept visible in
fragmented IT places with only a perimeter firewall. Besides, these models require manual handling
and do not react swiftly to new dangers, so responses are slow. As cyber attackers rely on automation
and complex methods, standing still and responding to attacks is not enough anymore. Zero Trust and
similar models based on granular security, dynamism, and identity are vital for securing today’s
company networks.

1.4 Explain Why Al is Vital for Handling Access Control in a Flexible and Real-Time Managed
Way

In the field of cybersecurity, Al is particularly useful for protecting access control, thanks to its ability
to make real-time and flexible choices. Since being secure is constant in ZTA, Al is used to analyze
lots of data, notice anomalies, and let policies be applied automatically [10]. Older rule-based
approaches struggle to keep up with fast-changing and new safety concerns. In comparison, machine
learning and deep learning models in Al can track normal actions, spot any unusual activity, and
safeguard against risks with little need for human direction. Al takes in network telemetry, log data,
user behavior, and device health measures to calculate updated trust scores in real time. The scoring is
used to help decide if access is allowed based on factors such as the time, place, and how often the
resource is accessed. When systems are hybrid, which means there are many platforms being used and
user contexts vary, Al allows for the scale required to keep security policies steady. It further allows
faster finding and control of problems related to insiders, unauthorized use of credentials, and complex
attacks not usually detected. Al-enabled access control systems can focus on important alerts, cut
down on unwanted alarms, and always aim to better themselves through feedback. With the help of Al,
ZTA allows organizations to stop reacting to threats and become more proactive, quickly identifying
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and reacting to them [11]. This degree of intelligence and automation is vital where even a moment of
delay could put data at high risk of being exposed. Combining Zero Trust concepts with Al helps
secure access in complex IT systems, ensuring there is flexibility and strength in the current state of
cybersecurity.

1.5 Analyzing the Role of Al in Enhancing ZTA Inside Hybrid Clouds

This study aims to assess the impact of Artificial Intelligence (Al) on Zero Trust Access Control
Systems (ZTACS) in mixed cloud environments. Since hybrid cloud uses many platforms, changes
over time, and includes internal and external ways for users to access resources, it brings its own
security challenges [12]. To maintain access control in such cases, we need to switch from static
policies to systems that adapt in the moment. While the idea of Zero Trust Architecture is solid, it
requires strong, fast, and easily scalable rules and systems to work well. They do this by providing
behavioral analysis, detecting anomalies, performing dynamic assessments of risks, and automatically
following the set policies [13]. This paper explores how machine learning can help analyze actual
network traffic patterns, using data from the Hornet 40 dataset that covers traffic from honeypots
around the globe. The purpose of this study is to detect differences between authorized and
unauthorized access attempts, check the ability of artificial intelligence to predict these attempts, and
notice how effective Al is in enforcing the principles of Zero Trust security. When setting up hybrid
clouds, extra effort is given to ensure good accuracy, how adaptable the models are, and how well they
can be scaled [14]. It also investigates the problems and moral issues involved in using Al-based
access controls, covering privacy concerns, understanding how models come to their conclusions, and
resistance to attacks. Since the study uses actual data and real-world cases, it improves our
understanding of how Al can use ZTA to defend important resources in IT infrastructures.

1.6 Research Objectives

The main aim of this study was:

» To understand how Al works within Zero Trust Access Control Systems.

» To investigate the effectiveness of machine learning at finding unusual access to IT resources.

» To determine how well Al-based access control works when connected to multiple cloud
environments [15].

» To display how dynamic trust scoring can improve the process of who has access to certain
information.

» To understand the problems and boundaries of using Al in access management right now.

» To develop a model framework for carrying out Al-enhanced ZTA by using data from honeypots.
1.7 Research Questions

This study focuses on these main research questions:

» How successfully can Al-based models spot attempts to access systems under a Zero Trust setup?

» What signals in the network usually indicate that malicious activity will take place in a hybrid
cloud environment?

» s it possible to apply Al-based access controls consistently in many different hybrid cloud
environments?

» What things need to be considered when using Al for access control?
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2. Literature Review

This section investigates the main ideas and new developments around Zero-Trust Access Control
Systems that use Al to work well in cloud environments that mix on-site and cloud resources [16]. It
looks at how network security has changed over time, how Zero Trust becomes more important in
today’s changing workplaces, and how Al helps make security systems quicker and smarter by
recognizing who is requesting access and why. Furthermore, it looks at the unique problems that come
with protecting a hybrid cloud setup and why making quick decisions in real time really matters [17].
It shows how data from underused websites can be used to teach Al tools to better spot dangerous
activity and help keep networks safe.

2.1 The Growth of Network Security and the Impact of Zero Trust

The approach to network security has moved from clinging to a fixed outside boundary to focusing on
identity-based defenses. Before, traditional security models believed that the threats came only from
the outside world, so they trusted the internal teams completely. Yet, because of more mobile gadgets,
shared workplaces, and cloud-computing options, these assumptions are no longer valid [18]. Today,
organizations have to deal with threats that come from within and from the outside. As a result,
businesses must keep checking identities, device status, and the reason for accessing the system. ZTA
fills these gaps by not trusting anyone automatically and validating every attempt to access the system
[19]. As a result, new rules can be made to control access, and network activity becomes more
transparent. ZTA encourages a security approach that revolves around least privilege, sectioning off
data, and immediate monitoring. The design of the system helps it work in situations like the hybrid
cloud, since traditional boundaries are no longer in place. Implementing ZTA means joining identity
management, analytics of behavior, and device status into a single system. The model relies on
assessing risk as it changes, not just on the static credentials alone [20]. Trying to determine the right
protection and authentication setting, ZTA keeps changing based on the current risks and the use of the
system. Even though Zero Trust does offer many benefits, the process of switching to the model is
complicated and usually involves redesigning both the network and security policy systems. However,
Zero Trust is becoming more popular because it successfully addresses modern cyber threats, reduces
the exposed part of the network, and improves how distributed computing works in case of
emergencies.

2.2 Defining the Role of Al in Modern Access Control

Using Al is key to the advancement of access control in environments that distribute and link many
computer systems [21]. The current approach to access control does not allow for real-time updates to
its policies or rules to cope with quickly evolving risks and new types of user activity. Al gets around
this time-consuming way of doing things by using learning systems that look at how people behave,
spot unusual activity, and quickly make smart choices as things happen. Through continuous
evaluation of login rates, location information, device health, and user behavior, machine learning
helps build up to date risk profiles. This way, systems can decide on access by looking at the situation,
rather than only using pre-defined roles or user credentials. Al is essential in establishing levels of trust
and controlling how policies are applied on the fly in a Zero Trust setting [22]. Al collects information
from various sources in hybrid environments and makes it easier to discover patterns that can be
missed manually. Al can spot these kinds of threats by learning what normal activity looks like and
then alerting when things change in unexpected ways. With this predictive feature, companies can act
in advance and quarantine computers at risk or withdraw access to those who should not have it [23].
Al-based identity analytics help verify a person’s identity by combining their actions with their
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biometric characteristics or surrounding information. Using Al brings benefits only when it is trained
with large datasets and checked often to ensure it is making decisions objectively. Although
integrating Al in access control comes with difficulties, it still improves the responsiveness of the
system, lowers the rate of wrong alarms, and helps enforce Zero Trust policy on different cloud
environments.

2.3 Problems Related to Security in Hybrid Cloud Systems

Hybrid cloud environments introduce certain security concerns due to having both public and private
cloud sections, many ways to access them, and multiple tenants sharing the cloud. Since these
infrastructures can travel across borders and governmental areas, this makes it difficult for security to
be overseen and managed properly [24]. This kind of environment requires a new type of security
since users and services can be accessed both inside and outside the network. Because there is no
central authority, it can be hard to manage policies and enforce the same setup, leading to more issues
with settings. Sharing data among multiple cloud providers makes it more vulnerable to vital data
being intercepted, used by someone unauthorized, or breaking compliance rules [25]. In addition,
using third-party services in hybrid clouds makes it more difficult to keep all components secure.
Another major concern is identity sprawl, which makes using one authentication and authorization
system over multiple platforms harder. Not connecting different cloud service providers can make it
hard to catch threats in real time and slow down reaction. Making endpoint protection work in hybrid
environments can be harder as more people use unmanaged devices [26]. It becomes more challenging
to use network segmentation when systems and tasks are spread out and always in motion. With hybrid
systems in place, traditional static security is not enough and more secure access control is required.
To deal with these issues, it is important for organizations to put in place flexible policies that limit
what people can access. Security is best maintained in these changing environments by regularly
examining and changing the level of trust. For this reason, smart organizations are turning to Zero
Trust and Al technology to help create agile and robust security systems that fit hybrid clouds.

2.4 Enhancing Real-Time Decision-Making with Al in ZTA

Real-time decision-making is important when following Zero Trust, because in hybrid cloud
environments, things like where people are and what they can get access to change all the time. Al
technologies make it possible to quickly work through huge amounts of data, find important patterns,
and help make quick and flexible decisions about who can access certain information. In a Zero Trust
framework, each time someone tries to access something, it needs to be checked carefully using who
they are, what they are doing, and what is happening in the environment [27]. Al systems can quickly
look at all these things in just a few milliseconds, making it easy for users to enjoy a smooth
experience while keeping everything safe. Real-time analytics with Al help check trust levels all the
time by using things like how the device is held, the way a person logs in, unusual locations, and the
way data moves on the network [28]. Al models can spot small changes in how people use their
accounts, which could mean someone's login details have been stolen or an employee is up to
something suspicious, so it might ask for two steps of login or deny certain access. By looking at
information from different places on the network, like the devices, users, and the traffic moving across
them, Al helps make sure decisions about access are made when considering everything together, not
just one thing at a time [29]. This integrated analysis helps us handle security problems faster and cuts
down the need for people to fix things manually. In hybrid cloud settings, where workloads often move
between different environments, Al helps make sure policies are applied quickly and keep things
consistent across everything. Moreover, real-time threat information can be connected to Al to keep
control systems updated as new threats come up, making it even faster and safer to check if someone
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should be allowed in. However, using Al effectively means making sure it is managed well by having
good rules and checks in place, so that people can understand how the decisions are made and know
they follow company rules. When used correctly, Al helps Zero Trust systems work smoothly, letting
them automatically adjust who has access depending on how risky things get.

2.5 Using data from honeypots to power Al tools for finding threats

Honeypot systems offer malicious actors targets to exploit, while recording all the details of how
attacks are carried out. Information gathered from honeypots is crucial for improving Al systems that
look for security threats and guard access points [30]. Using honeypot data in Zero Trust and hybrid
cloud scenarios messes up unsupervised Al learning by simulating real threats. Analyzing the traffic
passing through the network, scanning different ports, and handling brute-force attacks allows Al
software to see the difference between useful and harmful activity. For example, the Hornet 40 dataset
covers attacks all over the world and supports the production of models that can withstand various
evasion techniques based on location. Training Al with these sets of data helps models understand
zero-day threats by looking for unusual behaviors instead of using pre-set malware signatures [31]. It
helps detect risks quickly and early, something that is very important when fast responses are
important. Since honeypot data includes known malicious activity, automated verification of anomaly
detection models is made easier. In addition, the information gathered can be included in threat
classification systems to decide which incidents receive the most focus during a response [32]. This
leads to better and more specific calculation of threats and stronger enforcement of security rules.
Regular data flow from honeypot activity helps Al adapt to new types of threats in real time. By
feeding honeypot data to the access control system, Zero Trust frameworks become more resistant to
threats, aid in advanced threat detection, and adjust their approaches over time.

2.6 Empirical Study

The paper “Advancing the Application of Zero Trust Architecture in Cloud Environment” proposes a
new approach. The authors in the 2021 paper "Redefining Zero Trust Architecture in Cloud Networks:
A Conceptual Shift Towards Granular, Dynamic Access Control and Policy Enforcement” propose a
new model for Zero Trust architecture that more accurately reflects the shifting requirements of cloud
networks [1]. The authors contend that static ZTAs are unable to effectively counter the constantly
changing risks and dynamic needs of cloud networks. They put forward an advanced architecture that
utilizes ongoing risk assessment and enforces policies in real time to improve protection. This
proposed framework shares similarities with the goals of our investigation which explores the data
collected from the Hornet 40 network. 40 days of attack traffic captured from eight geographically
dispersed cloud-based honeypots. The systematic analysis of traffic data from the Hornet 40 dataset
confirms the conclusions reached by lIke et al. (2021) regarding the patterns and geographical
distribution of cloud threats. The Hornet 40 dataset helps validate the requirement for granular and
dynamic access control in Zero Trust systems and highlights the benefit of using context-based policy
enforcement for securing hybrid cloud architectures against constantly changing cyberattacks.

The authors explored the security aspects of ZTNA in cloud computing in their paper titled ‘Security
of Zero Trust Networks in Cloud Computing’. In 2022, Sirshak Sarkar and his co-authors presented
the finds and their implications in the paper “Security of Zero Trust Networks in Cloud Computing: A
Comparative Review,” published in Sustainability. The authors present a thorough overview of the
development and use of Zero Trust Network Architecture (ZTNA) in cloud computing systems. The
authors highlight that traditional perimeter-defense approaches are being superseded by the ZTNA
paradigm, which considers all nodes and entities as potentially unsecured and cannot rely on
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predefined levels of trust. They comprehensively organize recent ZTNA innovations according to nine
critical technical aspects that directly correspond to contemporary cloud environments [2]. Their study
documents the need for integrating behavioral reputation assessments, centralized governance, and
self-learning threat monitoring into ZTNA deployments. The findings of this study are further
validated by this recently published body of work. use Hornet 40, a dataset of geographically spread
honeypots, to study the actual differences in threat activity that occur across diverse cloud settings.
The Hornet 40 results support the call for flexible, context-aware policies elaborated in Sarkar et al.’s
research. This research and the literature review comprehensively support developing and applying
flexible Zero Trust models to efficiently counter the diverse cyber threats in modern hybrid clouds.

The article “A Maturity Framework for Enhancing Zero-Trust Security in Multi Access Edge
Computing” by Belal Ali et al. explores the creation of a ZTS maturity model for MEC. A customized
maturity model is proposed for implementing Zero-Trust Security in MEC environments, which enable
service providers to deliver cloud resources at the network edge. The researchers point out that because
MEC environments are constantly changing, dispersed and open, conventional situated security
strategies no longer satisfactorily protect against modern threats [3]. The framework presents strict
security measures consistent with the ZTS approach, requiring continuous evaluation of
trustworthiness for all parties interacting in the system. The model advances from a "Minimum Viable
Security” level to a "Fully Implemented Security" phase, at which point all interactions are preceded
by comprehensive trust verification. The proposed implementation strategy is founded on tried and
tested protocols, like NIST 800-207 and MITRE ATT&CK, complemented with hardware-based
measures including Physical Unclonable Functions (PUFs) designed to resist sophisticated threats.
This study introduces an approach to implement ZTS gradually in MEC and cloud systems. It guides
and reinforces the significance of adaptive, well-layered security structures—particularly for
processing voluminous and dispersed data reliably collected from the world’s leading honeypot
cluster, the Hemlock 40 network.

Tackling Modern Cyber Threats by Combining Al and ZTA. Modernizing Cybersecurity by Utilizing
Al and ZTA: A Proposal for Combined Adaptability. Traditional security paradigms are becoming
obsolete in the face of emerging sophisticated and dynamic cyber security challenges. The paper
suggests that integrating Al with ZTA is a major game-changer in the field of cybersecurity. The
integration of Al methods like machine learning, anomaly detection, and behavioral analysis allows
the Zero Trust model to actively evolve and respond to ever-changing threats in real time. it's shown
how integrating Al into ZTA leads to a more effective, flexible, and responsive security posture [4].
Comparison and analysis of available literature reveal that Al-enabled Zero Trust models are highly
effective and adaptable for detecting and countering cyber threats. To put development in context, the
study outlines how the increase in cyberattacks has coincided with the increasing implementation of Al
in security processes. The authors explore how Al-driven zero-trust approaches designed for hybrid
cloud environments benefit from the use of datasets such as the Hornet 40 honeypot.

The authors published an article on Zero Trust Access Authorization and Control of Network
Boundary Using Cloud Sea Big Data Fuzzy Clustering in the Journal of Intelligent & Fuzzy Systems
(2022). The authors propose an innovative solution that combines the advantages of Zero Trust
Architecture with sophisticated analytical methods to strengthen security in today’s digitally
transformed environment [5]. A novel approach for dynamically controlling access by creating a
virtual network boundary using network stealth technology is proposed by the researchers. Big data
and fuzzy clustering algorithms running on the cloud help the system assess user behavior and
determine their trustworthiness. The trust ratings provided to users help decide whether they are
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allowed to access specific resources. This approach reveals impressive improvements in both the
efficiency and precision of access control at the network periphery. This study introduces a flexible
and adaptable security architecture that promotes ZTA concepts through ongoing authentication and
limited reliance on an initial level of trust. Using fuzzy logic and big data analytics allows for precise
and effective trust assessments in diverse and changing computing environments.

3. Methodology

This study makes use of data and an analytical approach to analyze the importance of Artificial
Intelligence for Zero-Trust Access Control Systems in hybrid cloud environments [34]. The
methodology follows stages including selecting a dataset, processing the data, building the model,
assessing it, and understanding the results

3.1 Dataset Selection

This research employs the Hornet 40: The team is using a network of geographically located
honeypots to study the effectiveness of Al-supported Zero-Trust security in hybrid cloud situations
[35]. The information in the dataset includes network traffic from honeypots worldwide, covering
attacks including port scanning, the distribution of malware, attempts to guess passwords, and attacks
that take advantage of well-known security flaws. Because the dataset comes from real-world data and
provides a wide range of patterns and activity, it is perfect for training and validating intelligent access
control systems. With the wide availability of honeypots, it is possible to test interactions and issues
with different global threat actors found in shared cloud environments. It allows for the creation of Al
models that can judge the difference between normal and dangerous online actions. Knowing these
surfaces and access patterns allows us to see the risks more clearly and enforce the Zero-Trust model.
Because the dataset is relevant, the study’s analysis looks genuine and is more useful for real world
use.

3.2 Data Preprocessing

Reliable and accurate models could only be built by carrying out proper data preprocessing. In the raw
Hornet 40 data, there were different types of fields, including unstructured ones such as IP addresses,
and structured ones such as timestamps, packet sizes, and protocol types. The initial step was filtering
any broken or missing logs to ensure the data was safe and sound. Subsequently, | applied
normalization to the numeric features, which smoothed the learning process for the algorithm [36].
protocol names and attack types were encoded with label encoding and one-hot encoding so that
machines could understand them. Metrics for the start and finish of connections, as well as requests,
were added to better detect unusual patterns occurring over time. Also, methods for finding outliers
were applied to get rid of unique but unimportant noise. We deliberately applied stratified sampling to
ensure each attack type was represented accurately in each group of the split dataset. With well-
structured data created during the preprocessing phase, the Al can predict with less errors.

3.3 Al Model Development

At the model development stage, the use of both supervised and unsupervised algorithms aided in
understanding and classifying the data in the network. A Random Forest, Decision Tree, and Support
Vector Machine (SVM) were used to classify access attempts as either legitimate or malicious by
using data labeled for that purpose. The models took advantage of information extracted from the
dataset, such as how often IPs appear, the types of protocols used, the length of connections, and the
location of the requests. By using Isolation Forest and Autoencoders as unsupervised models, able to
find new threats and small variations in the data. These models picked up on the usual activities in the
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network and alerted when things seemed out of the ordinary [37]. To identify significant impacting
variables, techniques like recursive feature elimination and mutual information gain. Cross-validation
was carried out to avoid problems with overfitting, and accurate model performance was aimed for by
using grid search to find the best hyperparameters. The use of classification and anomaly detection
together allowed for the accurate detection of both old and new security threats, which is essential for
Zero-Trust Access Control in hybrid cloud settings.

3.4 Integration with Zero-Trust Framework

The models were included in a ZTA to demonstrate their use in controlling access in real life
scenarios. All application access and requests are verified within ZTA, because no one or anything is
initially trusted. The Al models in this system become the Policy Decision Point, automatically
assigning a trust score using details from the user’s context, behavior, location, device performance,
and the time they attempted to access something [38]. They are used to determine if a person will have
full access, restricted access, or no access at all. The Policy Enforcement Point (PEP) acts on the
decision made by the models. This architecture was built and tested using a hybrid cloud model,
bringing together on-site and cloud services. Through Al models, risk evaluation in real-time enables
the system to react and grow with changing user base, technology, and work environment. Integration
allows for micro-segmentation, so that authorized users do not have access to all resources. It provides
better threat defense than traditional systems and shows how Al makes it possible to detect and block
threats in a Zero-Trust setup.

3.5 Evaluation Metrics

Classification and anomaly detection metrics were applied to evaluate and compare the different
models. They used accuracy, precision, recall, F1-score, and the Area Under the Receiver Operating
Characteristic Curve (ROC-AUC) as key metrics. The degree of accuracy told how correct the
predictions were, and precision indicated how many of the predicted positives turned out to be true,
helping to avoid false alarms. This study tested how well the model could detect actual attacks and
relied on F1-score for a balanced look at precision and recall. Measuring the detection rate and the
number of false positives played an important role in evaluating the methods [39]. Confusion matrices
helped us to see the results of prediction, including true positives, false positives, false negatives, and
true negatives. K-fold cross-validation was applied to guarantee that results did not depend on the way
the data was split into groups. Testing was also done with information from honeypots that had not
been seen before to make sure the model is general enough. As a result of these strategies, the Al
models showed high accuracy and reliability after being adopted in Zero-Trust systems.

3.6 Ethical Considerations

This study used publicly accessible and anonymous data, which kept it ethical and safe from involving
any private data. There is no user identification data in the Hornet 40 dataset, following rules for data
privacy. The team made sure that Al models used fairness and transparency from the beginning of
their deployment. Model training included bias detection methods to stop any discrimination stemming
from where eligibility is accessed. As Zero Trust systems can impact privacy and who holds access,
the study made it a rule to base access decisions on clear, fair indicators [40]. The studies do not
actively test or run cyberattacks in real world conditions; All the experiments were done in a controlled
setting with pre-recorded data. No people were involved in any part of the research, and all Al systems
were tested with ethical restrictions in place. Applying this method ensures ethics are followed and
ensures the responsible creation of intelligent security in cloud environments.
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4. Result
4.1 Analyzing the Number of Unique Source IPs in Each Region
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Figure 1: This image represent to Analyzing the Number of Unique Source IPs in Each Region

Figure 1 shows the number of unique source IP addresses in Europe, North America, and Asia, as
measured using the Hornet 40 network data. The bar graph (left axis) gives the precise number of
distinct source IPs for each region, while the orange line (right axis) shows how each region
contributes to the total source IPs. Out of all the regions, Europe showed the most unique source IPs,
close to 180,000, pointing to a high density of active networks or possible threats. North America
comes in at around 140,000 unique IPs, which is far lower than Europe’s average. Asia comes third,
with around 120,000 distinct IP addresses, which is the smallest share compared to the top two. The
graph implies that Europe made up most of the journey’s traffic at the beginning, moving forward into
Asia toward the end [41]. The increase over time points out that not all parts of a region have the same
security risks, which helps optimize Al systems in Zero-Trust setups. This kind of analysis helps make
better decisions on access by considering the origin of the traffic. Where source IPs are scattered in a
hybrid cloud system, it’s necessary to understand their placement to correctly setup localized Zero-
Trust policies, thresholds for detecting anomalies, and measurements of trust.
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4.2 Analysis of Total Network Flows Across Honeypot Locations
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Figure 2: This Bar Chart demonstrate to the total amount of network traffic from different
honeypots around the world

Figure 2 shows how the total amount of network traffic from different honeypots around the world
looked in 2020, using data from the Hornet 40 project. The chart shows how much traffic moves
between Amsterdam, Bangalore, Frankfurt, London, New York, San Francisco, Singapore, and
Toronto, letting you see where important interaction and possible security issues might be happening.
Among these, Frankfurt is the busiest place, with more than 1.4 million financial transactions, just a bit
ahead of London, which has about 1.2 million. These two hubs in Europe have a lot more data flowing
through them than any other city, which makes them very important for the internet and also means
they could be more at risk for cyber attacks. Bangalore and Toronto have pretty normal traffic, with
about 400,000 to 500,000 connections, while Amsterdam, New York, San Francisco, and Singapore
mainly see fewer connections, anywhere from 300,000 to 400,000 flows. This regional difference can
be caused by a few things, like how many data centers there are in a place, how the networks are set
up, what kinds of cyber threats people usually see, or even political issues [42]. The presence of a lot
of activity in places like Frankfurt and London shows that Zero-Trust ideas should be focused
especially in areas that see a lot of users or transactions. Al-powered systems can be set up to notice
how people in a region tend to move and then adapt the access rules to fit those habits. Understanding
how much traffic flows to each cloud and where it comes from is very important when using Zero-
Trust in a hybrid cloud system, since things like checking for normal activity, picking up the signs of
possible attacks, and deciding which services to trust all rely on good visibility. The analysis shows
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that using Al together with flow-level telemetry really helps make network security and threat
detection stronger.

4.3 Investigating the Bytes Transferred by Region
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Figure 3: This Pie Chart illustrate to the amount of bytes that were transferred across global
regions

Figure 3 uses a pie chart to show the amount of bytes that were transferred across global regions from
the Hornet 40 dataset. With this metric, we can see the overall amount of traffic caught by honeypots
and identify if any areas have higher volumes of suspicious network activity [43]. According to the
graph, Europe accounts for 44% of the transferred data, showing that it transfers much more data than
others. Therefore, it implies that honeypots from Europe have more interactions and hosts involved (as
shown in Figures 1 and 2), and also usually get more traffic or bigger attacks from hostile sources.
Outside Asia, around 17% and 12% of the data came from Europe, which could be due to either
similar variations between similar countries or the presence of jumbo honeypots in various European
nations. When the 6% and 7% segments are combined, Asia adds 13% to the total bytes, showing a
reasonably high usage of data. This means North America lags behind its three segments accounting
for a total of 14%, or 5%, 5%, and 4%. Since access control mechanisms differ from one area to
another, regional Al can be useful to manage guarded data appropriately. With Zero-Trust, Al
analytics uses the trends in the amount of data to recognize whether the behavior is normal or unusual.
If volumes from third-party IPs are too large, security measures in the hybrid cloud can automatically
block the traffic or require additional proof of authority. From the data we can see that guided by
specific traffic from different locations, Al-backed Zero-Trust can adapt quickly, adjust to different
needs, and ensure people and devices are secure.
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4.4 A comparison of UDT Flows and SCTP Flows
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Figure 4: This charts illustrated to comparison of UDT Flows and SCTP Flows

A scatter plot shows how UDT flows differ from those based on the Stream Control Transmission
Protocol (SCTP). We can better understand the rarer and more dangerous forms of communication
protocols employed in cybercrime by analyzing the activity recorded in the Hornet 40 honeypot
environment. The figure reveals that the frequency of UDT flows is highly inconsistent compared to
SCTP flows. It can be observed that UDT activity increased drastically to a maximum of 15, whereas
SCTP interactions only reached a maximum of 2 in the entire monitoring period. Most UDT values are
recorded around zero or two, whereas 15 instances are noticeably high and indicate suspicious activity
that might be linked to conducting a security breach or probing the network with a custom protocol.
Meanwhile, SCTP flows appear only occasionally and are spread uniformly rather than containing
sharp peaks. This indicates rare and low-volume SCTP interactions within the environment.
Nevertheless, observing any SCTP activity is significant due to its frequent usage in signaling
environments. Understanding this difference is essential for implementing Zero-Trust with the help of
artificial intelligence. Unusual use of protocols like UDT can alert the system to improper actions or
efforts to move within the network. Trained Al can help implement instantaneous restrictions, detect
previously unknown attacks, or contain endpoints utilizing unusual protocols.
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4.5 How TCP Flows Distribute Among Major Cities Around the World
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Figure 5: This Bar Chart demonstrate to the TCP Flows Distribute Among Major Cities Around the
World

The graph illustrates how TCP traffic is distributed among cities across the globe. The chart indicates
that London is at the top with more than 1.1 million TCP flows. This is far greater than every other city
shown in the chart. This indicates that many internet connections and transactions pass through
London. This could be due to London’s advanced digital infrastructure and significant role in
connecting different parts of the world. Canada’s Toronto and India’s Bangalore follow London with
an estimated 400,000 TCP flows. As a result, Toronto and Bangalore are still major hubs for traffic on
the internet but not as significant as London. Cities such as Frankfurt, Amsterdam, New York, San
Francisco and Singapore also have lower amounts of TCP traffic but are on par with one another. This
suggests that these cities might be used evenly throughout the world. London is clearly the major hub
for handling internet traffic worldwide. This information may guide us on deciding where to enhance
cybersecurity, organize traffic, and upgrade networks in different parts of the globe.
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4.6 Analysis of 1Pv4 Distribution by Region

Count of IPv4

Count of IPv4 by Region

3.5

]

15

[y

(e

Asia Europe North America

Region =

Figure 6: This Table Chart shows on the Analysis of IPv4 Distribution by Region

Figure 6 shows how IPv4 addresses have been distributed across the regions of Asia, Europe, and
North America. Both Europe and North America have the highest counts of IPv4 addresses, indicating
that they play an important part in the structure and operations of the observed IP network. Fewer IPv4
addresses were present in Asia, where either the sampling of the subset or the actual deployment of
IPv4 in the region played a role. However, it seems that IPv4 monitoring or deployment in Asia isn't
kept at the same level as in Europe and North America, as shown in the Hornet 40 dataset. The Asian
region only has 2 entries in this data. It comes in slightly lower than the other two areas. It may suggest
that only a small number of devices or websites in the Asian region were considered for this data
analysis. Despite its large population of internet users, Asia isn't well-represented in these records.
This figure shows us the distribution of IP addresses among different regions of the world. That's
likely a reflection of the total internet usage and the number of devices online in each region. This data
may assist in analyzing internet traffic and making improvements to networks in the future.

5. Dataset
5.1 Screenshot of Dataset
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fe80::9c9e:c8ff:fe14:62f
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5.2 Dataset Overview

The main dataset used for the study is Hornet 40. The Hornet 40: Network Dataset of Geographically
Placed Honeypots. The dataset provides a comprehensive global perspective on cyberattack behaviors
by collecting network traffic from eight urban honeypots scattered across different parts of the world.
Amsterdam, London, Frankfurt, San Francisco, New York, Singapore, Toronto and Bangalore. Cloud
servers from Digital Ocean were used to host these honeypots, and they were configured in the same
manner to obtain synchronized data from all locations. The data was acquired from each honeypot for
40 continuous days between April and June 2021. A single SSH service was configured on each
honeypot to draw in malicious actors without requiring standard honeypot programs. Argus was used
to capture network traffic and create output in the form of Argus binary format files as well as standard
and extended NetFlow v5 CSVs. Argus files, traditional NetFlow v5 formatted CSVs and CSVs with
detailed additional information. Several important network metrics are included in the dataset,
including source and destination IP addresses, port numbers, protocols, flow lengths, and packets and
bytes exchanged [54]. The dataset includes a summary file with important key metrics such as the
number of distinct source IPs, total flows, total data transferred, packets exchanged, and the specific
TCP connections for each honeypot. London’s honeypot timestamped over 1.1 million TCP flows and
over 2.5 million packets, suggesting the region was particularly active. This dataset is highly relevant
for Zero-Trust research as it captures a variety of actual attack patterns from around the globe.
Analyzing differences in traffic behavior by location helps to create Al-assisted Zero-Trust access
models that adapt to different types of threats in each region. Having data from both IPv4 and IPv6
connections makes it more applicable to contemporary applications consisting of both networks.
Hornet 40 provides a sturdy base for assessing and developing Al models to detect and respond to
attacks attempting unauthorized access in Zero-Trust architectures.

6. Discussion and Analysis

In this section, the most significant outcomes are examined, along with explanations of potential
contributing factors and the implications of the analyzed data for Al-driven Zero-Trust Access Control
Systems in hybrid cloud architectures.

6.1 Regional Dominance in Data Flow

Europe was responsible for 44% of all data traffic bytes recorded. This large volume of transmitted
data implies that European regions have a considerable deployment of surveyed network resources or
systems analyzing traffic. The strict regulations in Europe, including GDPR among others, may
increase the amount of monitored data in the region. Meanwhile, North America trails closely,
implying a robust digital environment conducting ongoing data transfers between organizations and
institutions. Asia didn't generate significant volumes, based on information available in the dataset
[44]. It could be attributed to various reasons. Fewer samples in the dataset, tighter restrictions on
cross-border data transfer or diverse cloud usage in Asian countries. About 44% of all the traffic
comes from systems in Europe. That suggests that there are many active networks in Europe due to
either more closely watched systems or regulations like GDPR. This could result in more information
being collected and inspected. As expected, given its advanced digital infrastructure, North America
has significant amounts of data traffic. Data flow for Asia is much lower according to the information
provided [45]. It might be due to fewer sources of data, specific data protection regulations or unique
methods of using cloud solutions. Because Asia has reduced traffic, Zero-Trust systems should be
customized according to each region. Consequently, Europe and North America should implement
more robust watch tools and speedy response mechanisms. Analyzing the volume of traffic going in
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and out of a given area improves the overall security of that region. It helps businesses focus on high-
traffic areas to adequately secure their cloud networks.

6.2 UDT vs SCTP Flow Disparity

Figure 4 shows that the flow distribution of UDT and SCTP varies significantly from one location to
another. Secure and reliable data transfer is prioritized by SCTP in some data points. In one case, a
total of 2 UDT flows stood against 15 SCTP flows. This is likely due to network design or the types of
applications being used in the monitored environment. SCTP provides capabilities such as
multihoming and multi-streaming, which are in line with the Zero-Trust approach of ensuring secure
and uninterrupted channel connectivity [46]. Nevertheless, UDT (UDP-based Data Transfer Protocol)
has a significantly lower presence when compared to other protocols. Its absence may be due to the
absence of native security and reliability features. The imbalance hints that within industries or
domains, service and application providers will often place a higher value on protecting data rather
than maximizing throughput. SCTP’s popularity within a Zero-Trust framework could be linked to the
need for enhanced tracking and guaranteeing the integrity of communication sessions. The increased
SCTP flows may be related to centralized organizations or nodes requiring secure and simultaneous
communication. Al-based tools leverage this protocol distinction to set customized alerts or analyzes.
Therefore, the difference between UDT and SCTP flows plays a crucial role in the development of
smart security methods related to threat detection and access control.

6.3 Variation in TCP Flow Volumes among World Cities

TCP flow volume differs enormously among global cities, with London recording the highest number
of flows at over 1.1 million per day. These statistics show that London plays a central role in the global
economy and houses many cloud computing facilities, financial institutions, and corporations [47].
London exhibits significant TCP traffic patterns that indicate high workload and demands. They
become important focus points for decision-making in a Zero Trust framework based on Al,
necessitating more granular separation and continuous security verification. Many TCP flows also
indicate that cities such as Toronto, Frankfurt, and Bangalore are significant nodes in the global cyber-
infrastructure. Such variations are most likely a result of crowded research landscapes and clustered
enterprise collaborations. cities such as Singapore and San Francisco have a notable lower level of
TCP traffic compared to other major global cities. It may be a result of optimized analytics or limited
availability of monitoring tools in those areas [48]. Such TCP traffic fluctuations underscore the need
for location-specific controls in a Zero-Trust framework. Cities with extensive TCP flows require
state-of-the-art anomaly detection and context-dependent authorization methods to prevent major data
leaks. Also, Al systems can continually track these patterns to spot changes in typical activity,
allowing action to be taken before any security risks grow significantly.

6.4 1Pv4 Distribution Indicates Monitoring Bias

How the IPv4 addresses correspond with regions (refer to Figure 6) hints at a monitoring preference or
underlying structure imbalance. Both Europe and North America have registered 3 1Pv4 events while
Asia has logged just 2. Even with a limited number of measurements, the distribution implies more
monitoring presence for IPv4 networks in America and Europe. This might be driven by enhanced
cooperation in sharing data, higher densities of academic honeypots or the persistence of traditional
networks using only IPv4. A lack of IPv4 activity in Asia may either result from a transition to IPv6 or
be due to complications in obtaining data because of cross-regional data transfers and privacy
regulations [49]. This could mean that Asia is developing Zero-Trust strategies in ways that minimize
dependency on IPv4. Differences in the distribution of IPv4 addresses among regions could adversely
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affect the design of machine learning systems built for detection purposes. Zero-Trust initiatives to be
successful in hybrid environments must ensure that IPv4 monitoring is balanced across different
regions. The training data for Al must consider geographic differences and various types of networks
[50]. Identifying areas with high concentration of IPv4 addresses helps distribute resources more
effectively, preventing Zero-Trust deployments encountering gaps in protection caused by regional
imbalances in data.

7. Future Work

This study has highlighted the ways in which TCP flows, IPv4 addresses, and traffic carried by other
protocols are spread around the world [51]. It would be useful to explore ways to extend and improve
the analysis of this data further in the future. A continuation of this study could leverage larger and up-
to-date datasets sourced from increased numbers and locations of monitoring honeypots. Utilizing
more recent datasets that provide a wider range of time periods, cities, and different transport protocols
such as HTTP, DNS, and encrypted protocols may provide a more complete view of the changing
nature of network usage. Studying different cities would allow for the discovery of unknown global
issues affecting internet traffic. Using sophisticated analytical approaches like machine learning and
anomaly detection techniques can help to detect unusual activities or trends in protocol usage, possibly
suggesting hidden cybersecurity threats, activity by botnets, or irregular data transfers [52]. These tools
allow for more efficient and effective detection of potential threats and improved security analysis of
networks. IPv6 traffic data can also be examined in future studies to better understand network
evolutions. The transition from IPv4 to IPv6 raises interesting questions about how traffic data and
protocol usage change and how it influences the pace of regional internet development. Combining
traffic data with geopolitical and socio-economic variables could lead to greater understanding of
current events. Analyzing traffic variations between countries subject to varying internet regulations or
degrees of economic development adds a multidisciplinary approach to the research. Combining the
results of this traffic analysis with logs and databases of security events or attacks will enhance its
value to digital security [54]. Those approaches could be used to generate geographically informed
threat maps and anticipate security threats according to protocol usage. Future work on traffic analysis
should aim to broaden the data sources, apply more sophisticated methods, and link the insights with
practical cybersecurity issues to improve cyber defense.

8. Conclusion

This study analyzed the global patterns of network protocols and IPv4 addresses by using data from
the Hornet 40 honeypot system. The analysis of TCP, UDT and SCTP flows in a range of cities around
the world and the study of IPv4 address usage across different continents, allows for insights into the
geographical differences in internet activity. According to the data, London plays a crucial part in
global TCP-based data transfer [53]. Toronto and Bangalore experienced relatively high numbers of
flows, suggesting their increasing prominence in the global internet. However a unique characteristic
of UDT and SCTP flows was identified where the distribution of flows was unbalanced and traffic
volumes were comparatively low, possibly indicating they're used in a specific context or are less
widely used in some areas. The research team also analyzed how IPv4 addresses were distributed
among the Asian, European and North American continents. Greater levels of infrastructure and
monitoring are likely the factors contributing to the larger presence of data traces in Europe and North
America. The findings emphasize the value of comprehension of global traffic and protocol usage for
improving cybersecurity and making more informed decisions about infrastructure investments. The
study highlights the benefits of the data while also emphasizing the importance of obtaining larger-
scale information in real time. The findings of this work pave the way for further studies on protocol
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usage trends, unique regional cyber threats, and upcoming advancements in network monitoring.
Analyzing network traffic with advanced tools and a wide range of data can assist researchers and
cybersecurity experts in anticipating, blocking and handling online threats on a global level.
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