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Abstract: Ensuring the security of audio transmission becomes crucial as underwater
communication systems become more and more important in a variety of areas, including
defense, marine research, and offshore organizations. For this reason, Li-Fi technology is an
innovative solution that uses its immunity to electromagnetic interference to get around the
restrictions of conventional radio frequencies. Li-Fi allows for high-speed data transfer while
reducing interference and signal degradation by encoding audio onto light waves. It highlights
the benefits of Li-Fi over RF techniques for underwater communication and investigates how
encryption algorithms might be integrated to improve data security. The article discusses the
difficulties associated with underwater communication, such as signal attenuation and
monitoring susceptibility, and it offers a thorough solution that combines authentication
procedures and encryption techniques to guarantee the integrity and confidentiality of audio data.
To improve the dependability of communication systems in difficult aquatic situations, this
research presents new approaches to the essential demand for secure audio transmission in
underwater environments.
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I. INTRODUCTION

Underwater Secure Audio Transmission (USAT) is essentially a method of transmitting audio or
sound over water that is private and impenetrable. This is particularly significant for operations
such as defense missions, military operations, or deep-sea research, when maintaining the
confidentiality of communications is essential.

Water is problematic for sound, though, as it absorbs sound or interferes with the transmission,
making it more difficult to transmit sound underwater than in air. For that reason, even in busy
underwater situations, specific equipment is required to ensure that sound may travel safely and
clearly.

Underwater communication systems are crucial in defence, marine research, and offshore
industries. However, conventional radio frequency (RF) techniques face challenges like signal
attenuation and susceptibility to interference. This paper suggests using Li-Fi technology for
secure audio transmission underwater due to its immunity to interference and high-speed data
transfer via light waves. To address these challenges, this paper proposes a novel approach
utilizing Light Fidelity (Li-Fi) technology for secure audio transmission in underwater
environments. Li-Fi offers several advantages over RF techniques, including immunity to
electromagnetic interference and the ability to achieve high-speed data transfer by encoding
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audio onto light waves. By leveraging Li-Fi technology, this research aims to enhance the
reliability, security, and efficiency of underwater communication systems.

Furthermore, the paper explores the integration of encryption algorithms into the proposed
system to ensure the confidentiality and integrity of transmitted audio data. By encrypting audio
signals before transmission and decrypting them upon reception, the system mitigates the risk of
unauthorized access or tampering, thereby enhancing data security in challenging aquatic
environments.

Smart approaches are used by USAT systems to ensure safe and clear underwater
communication. They use signal processing to eliminate noise, encryption to jumble the message
so that no one can listen in, and frequency modulation to change the pitch of the sound.

For example, these techniques are crucial for communicating with submarines, operating
underwater drones, and utilizing robotics for military or research purposes. They ensure that the
signals remain clear and confidential, even in the noisy and complex underwater environment.

Il. LITERATURE REVIEW

Underwater communication presents significant hurdles due to factors like signal degradation,
limited bandwidth, and interference. When used underwater, conventional techniques like radio-
frequency (RF) and auditory communication have difficulties. A potential option is visible light
communication (VLC), which transfers data using visible light waves. VLC is ideally suited for
underwater conditions because of its benefits, which include increased bandwidth and interference
resistance. The use of VLC in underwater communication is still in its infancy, despite its
potential. Innovative opportunities for underwater communication have been made possible by
developments in wireless control system technologies. In comparison with previous research, tries
to improve the security of audio transmission in underwater environments by combining Li-Fi
technology with modern encryption methods. The new authentication methods and encryption
strategies designed especially for underwater communication systems, building on earlier research
[1-3].

Some of the Literature Reviews on Underwater Communication Using Visible Light
Communication (VLC) and Security Enhancements, challenges, applications, recent
advancements, recent directions and future advancements of various papers are briefly discussed
below [12].

Challenges in Underwater Communication:

An LED-based Visible Light Communication (VLC) system transmits data by rapidly varying the
LED light's brightness at a pace too rapid for the human eye to detect. This indicates that light and
fast data transfer can both be provided simultaneously by technology. VLC is therefore seen as an
affordable, safe, and convenient method of data transmission, which makes it an excellent choice
for the last link in data networks in the future (Ruonan Ji et al. 2018) [4].

The growing issue of frequency interference in wireless communication, particularly with Wi-Fi,
is highlighted by Anwesha Chakraborty and T. Rina Dutta [5] in their paper. They introduced Li-
Fi (Light Fidelity), a novel technology that uses light for incredibly fast wireless connections, to
address this problem. The study examines the latest advancements in Li-Fi in detail,
demonstrating how it may provide a more effective way to address the problems with
conventional wireless systems.

Using Visible Light Communication (VLC), Karthika R and Balakrishnan S [6] propose a method
for transferring files and data between two PCs using UART serial communication. The data is
sent via light from an LED at the transmitting end, which is managed by a PIC microcontroller.
The light signal is captured by photodiodes on the receiving end. To facilitate the successful
transmission of files between the two computers, the PIC microcontroller additionally transforms
the received data into a format that the PC can understand.
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Various studies highlight the limitations of existing underwater communication methods.
Acoustic Communication: While widely used, acoustic systems suffer from low data rates and
signal attenuation due to absorption and scattering (Urick, 1983) [29]. Enhancing underwater
communication has been a focus of research to aid in understanding climate change, forecasting
natural disasters, studying the ocean ecosystem, monitoring marine life, and collecting critical
data. Making sure that communication is dependable, quick, and power-efficient is the primary
goal. ( Menaka D et al., 2022) [28].

Visible Light Communication (VLC):

VLC has gained attention for underwater communication due to its higher bandwidth capabilities.
The basic principles are that VVLC utilizes visible light waves to transmit data. Studies show that it
can achieve data rates significantly higher than acoustic methods (Ali MF et al., 2022) [25]. The
advantages are increased bandwidth and lower interference from other signals are noted benefits.
For instance, a study by Khan LU (2017) demonstrated VLC’s potential to overcome many
limitations faced by acoustic systems.

Visible Light Communication (VLC) has become more popular because of the replacement of
fluorescent lamps with LEDs due to advancements in solid-state lighting, according to Latif Ullah
Khan. The study provides a general review of VLC, including its potential uses, system
architecture, various signal transmission methods (modulation techniques), standardization
initiatives, and the difficulties researchers are encountering. The expanding importance of VLC in
communication is emphasized, as is the ongoing effort to standardize and enhance the technology
[23].

Applications of VLC in Underwater Communication:

A group of Autonomous Underwater Vehicles (AUVs) collaborate to establish dependable
underwater optical communication lines in the study by Hanjiang et al.[31]. This is a
revolutionary concept. The difficulties caused by the ocean's constantly shifting circumstances are
intended to be addressed by this method, particularly when sending live video.

To do this, the team first creates a model that accounts for the peculiarities of the marine
environment and describes how optical signals go underwater. Afterward, they determine the
ideal angle for optical communication and the farthest the connection can stay stable. The reason
this distance matters is that it guarantees error-free video transmission with a steady, clear signal.
[31].

The study conducted by B. Anitha Vijayalakshmi et al. examines the challenges of underwater
communication, particularly with regard to real-time data. They put a lot of effort into
determining the most effective link configurations and communication techniques for underwater
settings. Their study contributes to the understanding of the most dependable combinations of
communication protocols and networks for data transmission under the demanding and constantly
shifting conditions [27].

Security in Underwater Communication:
The integration of security protocols is critical for safeguarding data transmitted via VLC:

Encryption Techniques: A novel method of encrypting audio files is presented in the work by
Krasimir Kordov [19]. The technique employs a cryptographic algorithm that is derived from
traditional encryption models, although it has been modified. It makes use of a modified rotation
equation and a chaotic circle map to create a pseudo-random number generator. This new
generator makes it more difficult for anyone to access the original content by generating random
bit-level alterations in the audio files. The encryption method is especially made to safely
safeguard audio data.

Recent Advances:
Innovative research is exploring the synergy between VLC and modern security technologies:
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Li-Fi Applications: The use of Li-Fi (Light Fidelity) technology, an extension of VLC, is
emerging in underwater contexts, promising enhanced data rates and secure communication
(Kumar A et al.) [24].

Future Directions
Several areas warrant further exploration:

Hybrid Systems: Combining VLC with other communication methods could provide more robust
solutions for varied underwater conditions (Noor K et al. 2022 ) [30].

Advanced Security Measures: Ongoing research into novel cryptographic techniques specific to
VLC environments will enhance security (Krasimir Kordov et al.) [19].

111.PROPOSED SYSTEM

The proposed system consists of two main components: the transmitter and the receiver. The
transmitter is responsible for converting audio signals into modulated light signals, while the
receiver receives the transmitted light signals and converts them back into audible audio signals.
Each component within the system fulfils specific functions to ensure reliable audio transmission
and playback.

The transmitter section consists an audio jack for inputting audio signals, an LM386 audio
amplifier module to amplify the audio signals, an Arduino Nano for digital signal processing, and
an operational amplifier to amplify the digital output signal. Before modulation and transmission,
the audio signals are encrypted using a secure encryption algorithm implemented on the Arduino
Nano.

et TRANSMITTER

Figure 1: Block diagram of Transmitter

This encryption process helps prevent unauthorized access or tampering with the audio data
during transmission. The final stage of the transmitter involves a laser diode, which converts the
amplified digital signal into light for transmission.

Solar Panel RECEIVER

Figure 2: Block diagram of Receiver
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On the receiver side, a solar panel is used to capture the transmitted light signals and convert them
back into electrical signals. These electrical signals are then stabilized and buffered using an
LM358 voltage buffer. An Arduino Uno microcontroller receives the stabilized electrical signals
for further processing. The receiver first performs decryption of the received audio data to recover
the original audio signals. This decryption process is carried out using a corresponding decryption
algorithm implemented on the Arduino Uno microcontroller. The analog output from the Arduino
Uno is then amplified using another LM386 audio amplifier module, and finally, the audio signal
is reproduced through a speaker.

IV.CONCLUSION

However, the Li-Fi technology as an appropriate replacement which employs its immunity to
electromagnetic interference to get beyond the restrictions of traditional radio frequencies. By
encoding sound onto light waves, Li-Fi reduces interruption and signal degradation and allows for
high-speed data transfer. The article also covers the incorporation of encryption algorithms to
enhance data security, as well as difficulties with signal attenuation and monitoring susceptibility
in underwater communication. It provides a complete response that includes authentication and
encryption techniques to guarantee the confidentiality and integrity of audio data. This advances
the creation of reliable communication network in aquatic environments.

V. FUTURE SCOPE

The integration of autonomous underwater vehicles (AUVS) and robotic systems stands out as a
promising future scope for this project. By collaborating with these technologies, the system can
extend its reach and efficiency in deep-sea exploration. This integration enables remote
operation, secure communication, and real-time data transmission, enhancing research
capabilities while minimizing risks to human divers. Overall, integrating the system with
autonomous underwater vehicles and robotic systems holds immense potential to revolutionize
underwater research by expanding its reach, improving data collection capabilities, and fostering
collaboration between human researchers and autonomous systems. This future scope aligns with
the project's goal of advancing understanding and preservation of aquatic ecosystems while
contributing to sustainable management.
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