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Introduction

Introduction: For the security problem associated with the management of system resources, the
term "permission control" will be used as a general term. When conducting explanations related to
this area, 3 main important areas are distinguished: identification, authentication and authorization.

Identification is the process of treating a person as someone. For example, when you identify
yourself on the phone, you can say that you have been identified. In this case, you introduce
yourself, for example, as "I am Sherzod." In this case, Bokhodir serves as your identity. Thus,
identification - the identification of a subject - is the process of presenting to the system or the
requesting subject. In addition, a postal address can be considered as an identifier in an e-mail
system. The process of providing a postal address can be considered an identification process. In an
e-mail system, a postal address is unique. It can be assumed that the user identifier is unique and
cannot be repeated in the system.
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Authentication is the process of verifying that a user (or party) is authorized to use a system. For
example, let's take the process of using a user from a personal computer. When the user initially
logs into the system, he or she enters his or her ID (i.e., user name) and through it, he or she is
presented to the system (undergoes the identification process). The system then asks the user for a
password to verify the identity provided. If the ID contains the appropriate password (i.e., is
authenticated), the user will be able to access the computer. In other words, we can say that
authentication is the process of verifying the identity of a user or entity.

Once authenticated, the user is granted access to the system resource. However, the authenticated
user is not allowed to perform unnecessary actions in the system. For example, requiring that a user
with authentication privileges be given the ability to install applications. So, how do you restrict the
permissions of an authenticated user? These are the questions that the field of authorization deals
with.

Authorization is the process of authorizing the actions that a user who has passed the authentication
processes can perform in the system.

In the field of security, terms are used separately from their standardized meanings. In particular,
permission control is often used as a synonym for authorization. However, in this course,
permission control is considered more broadly. That is, the authorization and authentication
processes are considered as parts of permission control.

Summarizing the definitions given to the above terms, the following conclusion can be drawn:
Identification - who are you?

Authentication: are you who you really are?

Authorization - do you have permission to do this?

Literature Review and Methodology: In authentication or identification processes, subjects can take
the form of a person or a device (computer). That is, a person can authenticate a person, a machine
can authenticate a person, or a machine can authenticate a machine. This lecture will focus on the
human or machine authentication scenarios. An example of a “something you know” state is a
password. On the other hand, an example of a “something you have” state is a smart card, token,
remote control, or car key. The “something you have” state is usually considered as a synonym for
biometrics. For example, right now you can buy a laptop and authenticate yourself through a
fingerprint scanner on it.

Password is some information known only to the user and ensures the authentication process in the
system. Password is a widely used parameter in the authentication process in practice. For example,
we will need to enter the password required to obtain rights to use our computers. This case can also
be used for mobile phones. An overview of the authentication process in a password-based state is
shown in Figure 3.1.
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Figure 3.1. Machine and human authentication process based on password
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Password-based authentication has the following features:
v’ easy to implement password-based authentication (low cost, easy to replace);

v' the user's password usually contains information about the alocador (for example, his favorite
football team, phone number, and Hack.) (123456, 12345, DM > yeg (U) and is therefore
"easily identified by intruders;

v remembering complex passwords is difficult (for example, }De} (43} Yett+U);
v awidely used password-based authentication method in practice.
Smart card or token

Tokens in the form of smart cards or devices are used for authentication. A smart card is a credit
card-sized device with a small amount of memory and computing capabilities. A smart card usually
stores some secret size, key, or password, stores and even performs calculations. Figure 3.2 shows a
special-purpose smart card and a device for reading it (a smart card reader).

Figure 3.2. Smart card vs. smart card reader

Something-based authentication methods can be implemented in various forms. Take a password
generator for example. A password generator is a small device that is used when logging into a
system. Suppose Alice has a password generator and she wants to authenticate with Bob using it. To
do this, Bob sends a random number k (—question—) to Alice. Alice enters the resulting number K
and the PIN required to use the password generator into the password generator. The password
generator, on the other hand, provides the answer to Alice, and it is passed to Bob. If the answer is
correct, Alice is authenticated, otherwise she will not be able to pass. An overview of this scenario
is shown in Figure 3.3.
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Figure 3.3. Token-based authentication process

According to the given scheme, the generator of heads and passwords must have a distributed key
K. In this scheme, the question-answer mechanism was used. That is, Bob sends Alice a number R

13 | INTERNATIONAL JOURNAL OF MEDICAL ANTHROPOLOGY AND BIOETHICSW

https://multijournals.org/index.php/valeology



as a question and receives the corresponding answer - h(r, k). By checking the received information,
Bob checks Alice for authenticity.

Smart card or authentication methods based on something you have have the following
characteristics:

v' smart card-based authentication does not require remembering anything;

v" high cost of implementation and device (in particular, replacing a token in case of its loss is
expensive);

v' there is a problem with the loss of a token or smart card and burnout;
v' provides a high level of security if the token is securely transferred.
Biometric-based authentication

In the biometric-based authentication method, the biometric parameter serves as a key to a person's
ultrasound. There are many more biometric parameters, such as fingerprint, face image, pupil,
voice, movement style, ear shape, hand shape, and hacking. In practice, the authentication method
based on biometric parameters is widely used. For example, the fingerprint authentication method is
widely used at the entrance doors of apartment buildings or at the entrance of organizations, and on
laptops and mobile phones, it is based on face image or fingerprint authentication (Fig. 3.4).

Fingerprint Face image Pupil of the eye Voice

Figure 3.4. Examples of biometric samples

In the field of information security, biometric parameters are considered as an alternative to
passwords, providing higher security. The authentication method based on biometric parameters has
the following features:

» the method based on biometric parameters does not require the need to remember and carry;
» the implementation of authentication based on biometric parameters to a password

» is considered more expensive than the token-based method and cheaper than the token-based
method (there are some exceptions);

» there is no way to replace the biometric parameter, that is, if the biometric parameter is fake, the
authentication system is considered completely compromised for this user;

» authentication methods based on different biometric parameters are perceived by people to
varying degrees.

The ideal biometric parameter for use in the field of authentication should correspond to:
» be universal - the biometric parameter is mandatory for all users;
» be different - the selected biometric parameter should be different for all people;
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» property - the selected biometric parameter must remain unchanged over time;
» accumulability - the physical property must be easily accumulated.

Results: In practice, the concentration of the physical property will also depend on the person's
attention to the process.

Biometric parameter is widely used not only in solving the problem of authentication, but also in
identification. That is, —who are you? can answer the question: "why?" For example, BI has
fingerprint databases related to criminals. In this database, it is downloaded as a fingerprint
(fingerprint image, username) and can be used to check a person for presence in the list of
criminals. To do this, an image of a fingerprint is taken from the person being checked, and if it is
present in the RV1 database, then the name of the person being checked matches the username
corresponding to the fingerprint image.

Conclusion. If one of the parties verifies the authenticity of the other, this is called one-way
authentication. If both parties authenticate each other, this is called two-way authentication. For
example, when using email, only the server authenticates the user (using a password) and therefore
can be called one-way authentication. However, when making electronic payments, both the server
authenticates the user and the user authenticates the server. Therefore, this case can be called double
authentication.
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