Web of Scholars: Multidimensional Research Journal (MRJ)
Volume: 02 Issue: 08 | 2023  ISSN: (2751-7543) I
http://innosci.org o=

A Watermarking Scheme for Digital Images Developed Using
Discrete Cosine Transform (DCT)

Ghazwan Jabbar Ahmed
Electronic Computing Center, University of Diyala, Diyala, Iraq

Abstract: In this research, a grayscale image watermarking approach is introduced,
utilizing a discrete cosine transform (DCT) to embed an imperceptible binary watermark image.
Diverging from traditional methods that partition the image into non-overlapping 8x8 blocks, the
DCT is employed across the entire host image. Following this, specific coefficients from the low-
frequency DCT range are selected for the embedding of the watermark.

In order to attain a harmonious equilibrium between the resilience of the watermark and
its inconspicuousness, the intensity of watermarking is controlled through a robustness factor. The
precise value of this robustness factor is flexible and can be fine-tuned by the user in accordance
with their preferred level of resilience and the attributes of the host image. Assessing the quality of
watermarked images involves the computation of peak signal-to-noise ratio (PSNR) and
normalized correlation (NC). The conducted simulations and resultant findings highlight the
resilience of the proposed methodology, showcasing its efficacy even under a variety of attacks,
encompassing JPEG compression, low-pass filtering, and noise distortions.

Keywords: digital watermarking, copyright protection, JPEG compression, watermarking
techniques, normalized correlation, robustness, and imperceptibility, discrete cosine transform.

1. Introduction

The rapid advancement of computer and interconnected communication structures technologies
has facilitated the creation and distribution of digital multimedia, including images, audio, and
videos, over the internet with ease and speed. However, this convenience has also given rise to
challenges in copyright protection, as these digital contents are susceptible to illegal alterations
and unrestricted copying. To address this issue, one of the most effective solutions is the adoption
of digital watermarking techniques.

The process of digital watermarking encompasses of embedding particular details, known as a
watermark, into the digital multimedia content in a manner that allows for its extraction or
identification later on. This method serves diverse objectives, like verifying content authenticity,
copyright protection, data integrity detection, confirming ownership, and more.[1-3].

Digital watermarking can be categorized into two main types based on human perception: visible
watermarking and invisible watermarking. This work focuses on the latter category. In visible
watermarking, the inserted watermark intentionally remains visible to the human eye in the host
image, often displaying essential information like TV channel logos or company logos. On the
other hand, invisible watermarking involves embedding the watermark in a concealed location,
allowing only authorized individuals to extract it. This process ensures that the perceptual content
of the watermarked image remains resembling the original image [4-9].

The invisible watermarking scheme's effectiveness relies on two crucial parameters: robustness
and imperceptibility. Robustness pertains to the capacity of the watermark to withstand
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unintentional attacks, such as signal processing operations or intentional attacks. On the other
hand, imperceptibility implies The dissimilarity between the watermarked and original images
should be imperceptible to human vision [10,11].

Digital watermarking can be implemented using two main approaches: spatial domain or
transform domain. In spatial domain algorithms, the watermark is embedded into an image by
directly modifying the values of certain pixels in the cover image [12,13]. Conversely, in the
transform domain, the watermark is embedded into the transformed coefficients of the host image
using transformed algorithms such as discrete cosine transform (DCT) [14,15].

The proposed watermarking technique in this work employs the transform domain, specifically the
discrete wavelet transform (DWT) [16,17], or other transform domain algorithms. Transform
domain techniques offer several advantages over spatial domain techniques, including enhanced
robustness and better control of imperceptibility, making them an appealing choice as supported
by various surveys [18-20]. In this study, the transform domain, specifically the DCT algorithm, is
utilized in the development of the proposed watermarking approach.

2. Transformation using discrete cosine functions.

Discrete Cosine Transform (DCT) constitutes an orthogonal transformation primarily employed to
convert converts a signal from its spatial representation to the frequency domain. A key
characteristic of the DCT is its ability to concentrate the majority of signal information in a few
low-frequency components while discarding the less perceptually significant parts. Furthermore,
the DCT offers several advantages that contribute to its widespread use in the transformation
domain, such as strong energy compaction, moderate complexity, and lower bit error rate, among
others [21, 22].

Therefore, the DCT effectively reduces the signal information by eliminating redundant data in the
transformed signal. Typically, the DCT partitions the image into three separate bands of
frequencies, namely low, medium, and bands with high frequency components, as illustrated in
Figure (1). The coefficient located at the top-left represents the DC component, while the others
denote the AC components [23-28].

In this study, the watermark is embedded within the low-frequency band to enhance the
watermarking scheme's robustness [29, 30]. For an image of size (M x N), the two-dimensional
discrete cosine transform (2D-DCT) and inverse discrete cosine transform (2D-IDCT) are defined
as follows [30]:
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Fig. 1: DCT bands regions

3. The proposed scheme is as follows:

In this study, a watermarking scheme is introduced, aiming to insert a binary watermark image
into a grayscale image utilizing the DCT algorithm in the transform domain. The entire image
undergoes DCT, and the low-frequency spectrum is employed for embedding the binary bits of the
watermark. Specifically, the most significant coefficients, excluding (DC) component situated at
position (0,0) in the coefficients matrix, are chosen for watermark embedding. The algorithms for
both embedding and retrieving watermarks are provided below.

3.1 The watermark embedding algorithm is as follows:
The process of embedding the watermark can be outlined through the subsequent stages:

1. Parsing the initial grayscale image f with dimensions M x N as well as the binary watermark
image W of sizeq x r..

2. Applying the DCT to the entire MxN image f to obtain the coefficients matrix denoted by F.

3. Choosing the (n) maximum coefficients Cpayx = {c4. c;. ... c5] from the matrix F excluding the DC
term.

where: n=gq X r, C,,.€EF.

4. Embedding an element W(i.j3 of the watermark using the chosen coefficients of Cp.; by
applying the following equation:

'y =cp * (L +tx8) (5)
Where:
c'y and ¢ represent the watermarked and the original coefficients respectively.
k=123, ..,n.

:—{ 1, W(i,j) =0
1 -1, wE)=1

& represents the watermarking strength which is discussed in section 4.

,Where: 1=i=gq,1=j=r . (6)

5. Performing the inverse DCT to the altered matrix coefficients F' to generate the image with the
watermark f'.
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Fig. 2: Algorithm for embedding watermarks

3.2 Extraction of the watermark Algorithm

The process of extracting the watermark can be succinctly described through the subsequent steps:

1. Analyzing the watermarked image denoted as f' and also the original image .

2. Conducting the (DCT) to the entire watermarked image (f ') and the initial image (f ) to

produce the coefficients matrices F' and F respectively.

3. Selecting the (n) watermarked DCT coefficients C', = {c"y1.¢"z2. . ¢y} from F' that have the

same position of the original DCT coefficients Cpey = {c1. €5, ... 55 IN F Matrix.

4, let dy=(cyu/c-1 (7

where k=123, ..n.

5. Extracting the watermark W* by making the judgment of d :

0, dy,=10
W“(a‘.j}={1j dj‘{iﬂ (8)

where: 1=i=g,1=j=r .

Figure 3 illustrates the watermark extraction algorithm.
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Fig. 3: Algorithm for extracting watermarks
4. The obtained outcomes and performance analysis are presented as follows:

The evaluation of watermarking techniques typically involves measuring both robustness and
imperceptibility. In this study, three commonly used grayscale images, namely Boats, Baboon,
and Goldbhill, each with a size of (512x512), were selected as the cover images to embed a binary
watermark image sized (30x40), as depicted in Figure (4).

{a) Boats (b) Baboon (c) Goldhill (d) watermark

Fig.4: Test images

The robustness of the proposed watermarking scheme is assessed by examining its strength
against widely employed signal processing operations, including JPEG compression at various
quality factors (QF), low-pass filtering, and noise attacks. To estimate the robustness, the
normalized correlation (NC) criterion is utilized. Watermark robustness is measured by calculating
the level of resemblance between the initial watermark (W) and the extracted watermark (W”e). A
normalized correlation value of 1 indicates that the extracted watermark perfectly matches the
original one. As the difference between the two images increases, the normalized correlation value
decreases, which is defined by the following equation [31].

C T T LW () x WEG ) ©)
B LI W)

The imperceptibility of the suggested watermarking scheme is assessed by evaluating the visual
quality of the watermarked image using the peak signal-to-noise ratio (PSNR) criterion. A higher
PSNR value indicates a higher level of watermark imperceptibility in the cover image. The PSNR
is described by the following equation [17]:

2552
PSNR = 10logso | 17 (10)

Where, MSE is given by:
Lo XN UG, y) = I'(x,9)

MSE = M =N (11)

In general, there is a balance between resilience and inconspicuousness in watermarking
techniques. Higher robustness can be achieved, but it may come at the expense of imperceptibility
due to the additional signal introduced. Conversely, aiming for high imperceptibility may lead to
reduced robustness. Striking the right balance between these two requirements is essential in
watermarking.

In this study, the intensity of watermarking is regulated by a factor (8), representing the robustness
factor, to achieve the desired balance between robustness and imperceptibility. By increasing the
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value of (J), a higher level of robustness can be attained, but it may also result in decreased
watermarked image quality, and vice versa. The user has the flexibility to adjust the value of (9)
according to the desired robustness level and the specific attributes of the host image. The visual
impact of changing the robustness factor (3) value on the watermarked Boats image is
demonstrated in Figure 5.

(a) Original (b) & =0.05, PSNR = 41.53 (c) # =0.1, PSNR = 35.51 (d) & = 0.2, PSNR = 29.49

Fig. 5: (@) The initial Boats image, along with watermarked Boats images
denoted as (b, ¢, and d), employing varying values of d.

The impact of varying the value of 6 on the performance of the proposed scheme with different
attacks is depicted in Table land Table 2. From these tables and Figure 5, it can be observed that
the selection of the robustness factor 9 is critical in maintaining the quality of the cover image and
the strength of the watermark. For this study, a carefully selected value of (6=0.1) was used.

Figures 5 and 6 depict the extracted watermark from the watermarked Boats image after
undergoing various attacks, including JPEG compression, low-pass filtering, and different types of
noise.

A comprehensive performance analysis of the proposed scheme is presented in Table 3 using the
test images.

Table 1 Performance analysis using JPEG compression and applying low-pass filtering attacks.

No attack Awerage flter hledian filter JFEG (QF=20) TFEG (QF=40)  |TPEG (QF=60)
Images | & (3x3) (3=3) comprassion comprassion comprassion

PENE| NC |PENE | NC PENR NC PENE NC PENE NC BENE | MC

0.01[35.531)1.0000| 25.84 [0.5137] 3053 | 0.7108 | 3047 | 06135 | 3272 0.7152 | 34.16 [0.7322
0.05|41.33 1.0000] 258.5% [0.9742| 30.64 | 09307 | 3015 | 0.8850 | 32.20 0.5788 | 33.46 |1.0000
Boats [0 1[35311.0000] 2705 [0 o708 2073 [ 09066 | 2620 [00776 | 3001 10000 | 3179 |1.0000
0.15[31.95]1.0000 27.07 [0.5798| 28.53 | 1.0000 | 2815 | 05973 | 2834 10000 | 29.96 |1.0000
0.2 [25.49]1.0000] 26.09 (09854 2725 | 1.0000 | 2685 | 1.0000 [ 27.82 10000 | 28.25 [1.0000
0.01[36.711.0000] 2236 [0.0070| 2285 | 04388 | 2464 | 06031 | 2685 0.6833 | 28.70 [0.7173
0.05[42.73|1.0000] 2232 [0.0532] 2284 | 07231 | 2458 | 08722 | 2674 08854 | 28,534 [0.9933
Baboon [0 1|36 71[1.0000] 2220 [0.9664] 2275 [ 08890 | 2439 [09776 | 2643 0.558% | 28.07 [1.0000
0.15]33.131.0000] 22.01 [0.0700| 2253 | 00405 | 2408 | 09966 | 2385 10000 | 27.38 |1.0000
0.2 [30.60]1.0000] 21.76 (09753 2234 | 08753 | 2363 | 1.0000 | 2536 10000 | 26.58 |1.0000
0.01[33.91)1.0000] 25.76 [0.5316| 3162 | 06323 | 3074 | 05975 | 32.83 0.6771 | 34.159 |0.7007
0.05|35.93 | 1.0000| 2537 [0.9563| 31.18 | 0.935%5 | 3036 |0.8473 | 3221 0.9630 | 33.35 |0.9933
Goldmtl [ 0.1 |33.01(1.0000) 23.45 |[0.9675) 2007 [ 009365 [ 2027 [0.9636 | 3069 0.5030 | 31.45 |1.0000
0.15[30.39]1.0000] 27.2% [0.5742] 2843 | 09966 | 2754 | 098955 | 28583 10000 | 2945 |1.0000
0.2 [27.89|1.0000] 26.07 (09776 26.98 | 09989 | 26.60 | 10000 [ 27.28 10000 | 27.61 |1.0000
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Table 2. Performance analysis with different noise attacks .

Gavssian noise

(:=02=0001)

Gapssian noise

(1=0.2=0005)

Ealt and pepper
(0..5%)

Salt and pepper
(1%

Epeckle notse
(0.5%0)

Epackle notse
(1%)

P3NR

NC FENR

NC |PENKE

HC

P3NR NC

FENE | NC

BENE | NC

Boats

0.01 (2558

0.771 23.03

0.5064 (28,41

0.6962

2321 | 06584

2834 | 0.6300

2335 | 08087

0.05 [28.71

0.6383 [ 23.00

0.8038 [28.16

(0.9383

2523 | 0.8778

28.1% | 08845

2528 | 0.8509

0.1 [28.90

0.9966 2277

0.5245 | 27.53

0.9863

2455 10.8778

27.65 | 0.9859

23.01 | 0.9619

0.15 [27.87

10000 [ 22.51

0.9720 [26.77

10000

2465 | 0.5855

26.86 | 1.0000

24 58 | 0.8877

0.2 [26.73

Lo0oy (2211

0.5044 (2585

10000

2416 | 05578

25535 | 1.0000

2401 | 1.0000

Baboon

0.01 [25.56

0.6626 | 23.03

0.6020 [28.39

0.7063

2548 |0.6523

2760 | 06312

2451 |0.6143

005 (2877

0.933% (2256

0.7836 [28.33

0.815%

2527 | 0.8387

2730 |0.8812

2457 |0.8173

0.1 (2813

0.8655 |22.52

0.5245 [27.73

0.9533

23.05 | 0.9619

27.16 | 0.9834

2435 | 0.5417

0.15 [28.25

L0000 | 22.60

0.8630 | 27.0%

10000

2472 | 0.55066

26.59 | (.9066

2405 | 09843

0.2 [27.31

10000 | 22.32

0.5066 [ 26.34

10000

2434 | 1.0000

25593 | 1.0000

2370 | 0.9066

Goldhill

001 [ 29.98

06558 | 5.04

0.53684 [ 28.22

06704

2545 | 0.6313

3530 [0.645

7645 (05553

0.05 [29.66

0.9182 [22.83

0.7765 [28.08

0.9183

2325 | 0.8442

2812 | 0.5023

2629 | 0.8229

0.1 [28.72

0.8622 |22.73

0.9025 [27.62

0.8731

25.00 | 0.9356

28.35 | 0.9865

25.86 |0.9513
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Fig. 6. The watermarked Boats images were subjected to various attacks, and the corresponding
extracted logo watermark images are shown for each case:

(a) Average filter (3x3),

(b) Average filter (5x5),

(c) Median filter (3x3),

(d) Median filter (5x5),

(e) noise following a Gaussian distribution (u=0, v=0.002),
(f) Salt and pepper noise (1%),

(9) Speckle noise (1%),

(h) JPEG compression QF=30%,

(i) JPEG compression QF=20%,

(j) JPEG compression QF=10%,

(k) Mixed noise: salt and pepper noise (1%), Gaussian noise (u=0, v=0.001), and granular noise
(1%), (1) JPEG compression QF=50% with salt and pepper noise (1%).

Table 3. Performance evaluation and comparison

Imagas
Attacl: Paramster Boats Baboon CGold-hill
PEME NC PENE NC PENE NC

Mo attacl: 35.51 1. 00D 36.71 1. 0000 33.01 1. 00D
Tlzdian filtar 3x3) 2073 | D.ooEs 2275 | OBER0 | I997 | 0986
Lledian filtar (5%3) 670 [ 09374 [ 2040 [ O.B094 | 2789 | 09484
Averazs flier EF)) 7765 | 000F | 200 |006E [ 184S [ 03ETS
Averags filter (3x3) 05 [ 0076 | 2012 | O960E | 26.13 | 0.9630
(Graussian noise (p=02=0.003) B4 [O03IE [ 2493 [ 09306 | 2476 | 0.9406
(Gaussian noiss (p=02=0.006) 203 [ O9IRI | 2208 | 0114 | ZI.97 | 0.556E
(raussian noise 0=0=001) 1985 [ 0836 | I9.9¢ | O.BIDT [ 19592 | O.E3E7

Salt and peppers noise | (densitwv=0.01) [ 2307 [ 09720 [ I53010 [ 09632 | 2489 | 09318
Salt and peppers noise | {densitv=0.02) | 22323 [ 0937 [ 212 09316 | 2205 | 0.8937
Galt and peppats (demsite =0.0%y | 2063 | 09036 | I049 [ 05137 | 2035 | 0.5951

Spackle noisz (densitw =0.0T) | 2499 [ 09232 | I4.3F | 09393 [ I3.86 | 09383
Speckle noise (density =0.02) | 2221 | 08533 | IT.3T | 08736 | 2331 | 09023
Speckle noise {density =0.03) | 2033 [ 05677 | 1986 | 0547y | I1.61 | 0.5686
JPEG comprassion [QF=10] IT40 [ 08969 | II63 | OBRIZ | I7.61 | 0.E45E
JFEL comprassion (QE=1U) LYAF L 0RTe | 1439 | URTTe | LRLT | UPeE6
JPEG comprassion [QF=30) I0IT T 10000 [ 2353 105978 | 3014 | 09912
JPEG comprassion Q=40 IOAT [ T.0000 | 2643 | 05989 | 30.6% | 09557
JPEG comprassion [QF=20) ITIT | T.0000 | Z7I1 | T.0000 | 31.07 | 1.0000

5. Conclusion

This document introduces an imperceptible watermarking approach for grayscale images based on
DCT. The scheme utilizes the low-frequency region of DCT bands for embedding a binary
watermark image. By adjusting the robustness factor (8) value, users can control the watermarking
strength according to their desired level of robustness and the characteristics of the host image.

The performance of the suggested approach is evaluated by subjecting the watermarked test
images to various attacks, including average filter, median filter, speckle noise, salt and pepper
noise, Gaussian noise, and JPEG compression at different quality factors. As demonstrated in
Figure 6, the perceptual quality of the watermarked image is well-preserved and can be controlled
by the robustness factor (8) value, as shown in Figure 5. Moreover, the extracted watermark
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retains its high quality in terms of NC, even under certain types of attacks, as depicted in Figs.
4(b) and 4(c).

The utilization of the low-frequency region of DCT bands enhances the proposed scheme's
performance, enabling it to achieve both robustness and imperceptibility even under various
attacks, as evidenced by the results in Tables 3-5.
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