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Abstract. Cryptography in various communications both online and offline is very necessary
and generally cryptography is used to secure data in the form of text while non-text data requires
special algorithms. Base64 is an encoding algorithm that can convert non-text data into binary
data so that the data can be secured with cryptographic algorithms such as the GOST algorithm.
The combination of the BASE64 and GOST algorithms is expected to be able to secure all types
of data that exist and have the ease of returning to their original form without damaging the
original data, besides this combination will increase data security because the combination of
these two algorithms produces ciphertext that is difficult to know if the process is done
cryptanalyst by third parties. The results ofthe combination of Base64 and GOST algorithms are
expected to be able to deliver dynamic security contributions to various existing data objects so
that they can be used both online and offline.

1. Introduction

The attack on ciphertext to get plaintext is commonly done by cryptanalysis by using various types of
attacks so that the plaintext is obtained and the information contained therein can be misused or to get
its own benefit [1-3]. The GOST Cryptography algorithm is an encryption algorithm that has a process
of 32 rounds and uses 64-bit block ciphers with 256 key keys and uses 8 S-Boxes, XOR operations and
Rotate Left Shift and one of the fastest algorithms for encryption and decryption for data text types and
not for other media such as images, for example [4-6]. To facilitate the security of other objects, a special
BASE64 technique is needed which is used to convert the image object to printable text so that the image
can be secured and can be distributed to the entitled recipient in the form of ciphertext [7,8].

Security in non-text media is now very necessary because communication using media has become
a necessity [9]. Audio, video and images are objects that are widely used in communication when this
is primarily an image that is almost certainly used in all communications [10-12]. Security in images
can be done directly by encrypting the image file using cryptographic algorithms such as AES, DES,
3DES or using the GOST algorithm, but this will cause suspicion because the file is encrypted.

The use of Base64 in this article is used to convert image objects into printable text so that the process
of indirect encryption of image objects but text and for cryptanalysis will give a relatively longer time
to find out whether the data is text or image, hopefully this combination can provide a better way of
securing image objects for users. It is expected that using the GOST and Base64 algorithms to secure
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certain objects can secure images more easily and not reduce image quality or also change certain object

bytes.

2. Methodology

The use of the Base64 and GOST algorithms is done in stages as in the diagram shown in figure 1:

Object Image Ciphertext
e I T
Base 64 Encoding | |
| : — — —» GOST
L flfﬂhf 4 Process . | Alpriitan — — —» Decrypt
LSt s d
Ftatis Tedl Printable Text
CEE T T i
GOST
| Algaithm =~ Encrypt | Baset4 | | Decodng
Lt apaneliass 'L_ Algorithm ! Process
Cigbeseat Object Image

Figure 1. Base64 and GOST algorithm combination,

The combination of Base64 and GOST algorithms in securing data in this case is testing an object
image done in Figure 1 above, gradually the process is carried out starting from the Base64 algorithm
and continued with the GOST algorithm, here is the Base64 process table used for encoding and
decoding can be seenin table 1.

Table 1. Basc64 value.

Index  Value Index Value Index value Index  wvalue Index  value
0 A 13 N 26 a 39 n 52 0
1 B 14 0 27 b 40 0 53 1
2 C 15 P 28 c 41 p 54 2
3 D 16 Q 29 d 42 q 55 3
4 E 17 R 30 e 43 r 56 4
5 F 18 S 31 f 44 s 57 5
6 G 19 T 32 g 45 t 58 6
7 H 20 U 33 h 46 u 59 7
8 I 21 \Y 34 i 47 v 60 8
9 ] 22 W 35 j 48 W 61 9
10 K 23 X 36 k 49 X 62 +
11 L 24 Y 37 1 50 ¥ 63 -
12 M 25 Z 3R m 51 z

GOST is an abbreviation of "Gosudarstvennyi Standard" or "Government Standard". GOST method is
a block cipher algorithm developed by a Soviet Government [12]. This approach was developed by the
Soviet government during the cold war to hide confidential data or information during communication

(5]
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[11,12]. This algorithm is a simple encryption algorithm that has a total of 32 processes and uses 64-
bit block ciphers with 256-bit keys. GOST method also uses eight different S-Box and XOR and Left
Circular Shift operations [11,12].

The componats of the GOST method [11,12] is:

e The Key Store Unit (KSU) stores 256-bit strings by using 32-bit registers (K0, K1... K7).
Two 32 bit registers (R1. R2).

32-bit adder modulo 232 (CM1).

Bitwise Adder XOR (CM2).

Substitution block (S) is eight pieces of 64 bit S-Box.

e Left shift register (R) rotation is 11 bits.

3. Results and discussion
Image security testing using the Base64 algorithm and GOST appears in the following process:

Scopus

Figure 2. Object image.

Figure 2 is an object that will be secured and as a test pixel samples of size 3 x 3 are taken so that the
values are as follows after being processed with Base64.

data:image/jpeg;base64,/9)/4AAQSkZIRgABAQEAY ABgAAD/4QNGRXhpZgAATUOAKgAAAAg

ABFEAAAQAAAABAAAAAFEBAAMAAAABAAEAAFECAAEAAAMAAAAAPIEDAAEAAA

ABAAAAAAAAAABTEYnD IrSkxJGhwodwmn 1 8pIbV4ssjlnlthJC0zaM5c X0fIXhHoYdaq5K80awr

bGgZrbU7moLMIdm5xcyAm6VLeY UVdnUrcnuesbkybnpMIY xbgo6V grPa5dJZhnfk60qlth3x8vOa

udvd4uRBnIX19vYSZXIsbHjJOdZihplvd X 0JZHG 1 wsiqucAbaHQybWslhnZgknxliJQZZ3NomZb4-+v
pNjo06c WwVZnN=

Encoding results are then encrypted using the GOST algorithm using key semuakarenascopus so that
the following results are obtained:

kMigcZBeCfU/fo YIIKKhFmsILTGUIQ2sBX8EnzVm6oWIY1fHugQ7VOZLOwWqg/rdUcJA95Eminh
JZEx2TBEAGgR9SBX Xy/E I/NXLPKAWqpOScdw fiwgTMgWuhl1eeORXFNIOtoR4FzQFir3CzFBq
MloJg/erpVhe0eD107fOQKF ReigUDg2fSkIL3Z6/3hGbvO8IKql WASf05s6KI/wASMSZ4V8BGTU4
WutXJ3190FEC27biWO00jGQPTRUKuaQII4KE20WpYiw6l/gG0QjsUrHsGMT/dSh/+vLgbaa2]FV
NTIvhPlh46feZwZ0uy1Oc6b2RAtIrvtingT2¢5dgWpLIIWVRIdD2k4Dqj7THRZHD IV ul Gld5SMI1kDr+
nHK UF9yki3REaSvOf5ajBThl5/9U12RRHqMjZ]jaeFRi8UBIQ303wjtKr8 1+ 1 MyEvjzMoekImNKn7
831etnC89GIUpSOE3cDO42pgAOru2GoWzl JOwOzW 3¢ 1 ZSS I SRmpSNeHPébrwaEg
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Ciphertext results above are the security process of the 3 x 3 image object that is secured and to return
the ciphertext in the form of an image, the process is done in reverse where the decryption process with
the GOST algorithm is done first and then decoding with the Base64 algorithm.

The above test proves that the security process using the Base64 and GOST algorithms can work
well and the tests carried out by researchers such as Nurdiyanto and Yu and Liu in using the GOST and
Base64 algorithms to secure data can run well [4.8,13].

4. Conclusion

Security using the Base64 and GOST algorithms can secure image objects as well as text in general,
making it difficult for cryptanalysis, the use of Base64 as a process of encoding and decoding in addition
to images can also be used for other objects and of course with different results. This combination is
quite good but to improve performance you need to add a compression algorithm so that the ciphertext
results are compressed and the results will be smaller.
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